SDCERS RFP for Microsoft 365 Il Collaboration Tools

Questions Received: August 25, 2025
Answers Published: August 28, 2025

i Questions Answer
1 | Is there a preference for local vendors? There is no preference for local vendors.

2 | What is the annual budget allocated for SDCERS has not disclosed a specific budget or funding
this RFP? ceiling for this RFP. Vendors should propose pricing
based on the scope of services and requirements
identified in the RFP and clearly identify any
assumptions, optional services, or additional costs in
their proposal.

3 | Work will be onsite or remote? There is not a requirement for onsite or remote.
Vendor to propose how they would support project
activity

4 | Can vendor provide entire services from No, please refer to the RFP Section 8, number 5

offshore location (outside US geography)

5 | Who are previous incumbents on this Phase | was completed by AgreeYa Solutions. There
project? has been no work done on services for Phase I,
Collaboration Tools.
6 | We kindly request a 1-2-week extension | Due to internal timelines, we are unable to extend the

of the proposal submission deadline to schedule.
ensure a thorough and high-quality
response.
7 | What is the total budget for this Please see answer to question 2.
contract?
8 | Please provide the approximate data Documentum is not in scope.
volume, file or object count, version SharePoint: There are 2 sites, on-premise SharePoint
history, metadata, permissions, custom content database size is approximately 14GB, all
workflows, retention requirements, and documents are in scope for migration. Version history
legal holds for each migration source, is enabled. There are no custom workflows, retention
and confirm whether Documentum is requirements or legal holds.
included in the migration’s scope or only | File Count and Storage Capacity
identified as a potential integration. The 37 published SMB shares were scanned
recursively to determine file count and logical data
size.

Because several SMB shares are nested inside other
shares—for example, Auditors and PayrollFTP are
contained within Finance, while several shares are
contained within Shared—the individual 37 share
statistics cannot simply be added together without
substantially double-counting data.

User and Departmental Data



Data Category Published Non-Ojrerlappmg

Shares Physical Roots
Home Drives 2 1
Departmental Drives 25 15

Combined User/Departmental )
Data

The Home Drive count uses G:\Home?2 as the
authoritative physical tree. The separately published
DisabledUsers share resides beneath Home2 and is
therefore not counted a second time.

The Departmental Drive total is calculated from 15
non-overlapping departmental root directories
representing 25 published departmental SMB shares.
Nested shares are included in the published-share
count but their data is counted only through the
parent physical tree.

Departmental Data by Physical Root
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Departmental Root Files Size GiB Size TiB
Benefits Administration 43,807 47.07 0.046
CatTracker 2,066 0.86 0.001
Disability 49,827 46.05 0.045
Executive 14,283 10.98 0.011
Finance 566,147 371.11 0.362
HR 27,129 86.25 0.084
Internal Audit 14,501 26.34 0.026
Investments 63,114 44.20 0.043
Information Technology 733,309 987.67 0.965
Legal 165,764 268.02 0.262
Member Services 13,091 72.73 0.071
Prop_B 563 1.75 0.002
Recordings 14,990 1,537.28 1.501
S_Shared 1,040 5.63 0.005
Shared 124,021 89.42 0.087

The largest storage consumers are Recordings at
approximately 1.50 TiB, Information Technology

at 0.97 TiB, Finance at 0.36 TiB, and Legal at 0.26 TiB.
All Published Shares

Across all 37 SMB share definitions, summing the
individual share statistics produce:




e 4,337,153 share-visible file instances

e 7,775.77 GiB / 7.594 TiB
These figures are not the physical storage footprint.
They include substantial duplication because the same
files may be visible through a parent share, a nested
share, and an entire-volume share.
For example, a file within G:\Finance\Auditors is
counted by:

1. the Auditors share,

2. the Finance share, and

3. the Voll share.
A deduplicated approximation of all content exposed
by the 37 shares can instead be obtained from the
three whole-volume shares plus the non-overlapping
C: system shares. That produces approximately:

e 2,199,496 unique file instances

e 3,920.16 GiB / 3.828 TiB
For migration or capacity-planning purposes, the 3.667
TiB / 2.023 million-file User and Departmental Data
figure is the more relevant workload size, while
system, backup, and infrastructure shares should be
evaluated separately based on whether they are
actually included in the migration scope.

How many file shares/top-level folders are in scope?

e 37 non-special SMB shares exist.

e Recommended logical data scope: 27 shares.

e Those 27 shares expose 968 share-relative
top-level folders.

e Ten additional
system/infrastructure/backup/whole-volume
shares should be tracked separately.

Who owns them?
Technical NTFS ownership:

e 32 of 37: BUILTIN\Administrators

e 2 of 37: SDCERS\FileServer-Admins

e 3 0f37: NT AUTHORITY\SYSTEM

Within the 27 recommended logical data shares:

e 25: BUILTIN\Administrators

e 2:SDCERS\FileServer-Admins

Actual business/data ownership is not reliably
encoded and remains to be confirmed.

How complex are the existing NTFS permissions?
Overall assessment: Moderate and concentrated
rather than systemic.

e 18 directly referenced AD security groups.

e 8directly referenced AD users across the
complete root ACL inventory.
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Please identify which requested services
and configurations are already partially
or fully implemented and indicate
whether existing architecture,
configuration, security, and Phase |
assessment documentation will be made
available to the selected vendor.

What is SDCERS’ target date for
production cutover and final acceptance,
and are there required migration waves,
blackout periods, on-site activities, or
limits on staff availability that vendors
should incorporate into their schedules?

For the requested five-year ongoing
support option, please specify the
anticipated annual support hours,
coverage window, response and
resolution targets, escalation
requirements, and whether vendors
should price a fixed annual service or a
prepaid block of hours.

e 0 nested groups.
e Ocircular nesting.
e Maximum group nesting depth: 0.
e 24/37 share roots have inheritance disabled.
e Inthe recommended data scope, only 1 of 968
top-level folders has inheritance disabled.
e Genuine unresolved account/group SIDs affect
only 6 folders.
e Significant ACL variation is concentrated
primarily in Home2, Benefits
Administration, Shared, and IT.
The permission structure appears sufficiently
standardized that a migration or redesign should be
tractable without treating every folder as an
independent ACL case.

None of the services specifically requested under this
Phase 2 RFP have been implemented.

Phase 1 included the implementation of Exchange
Online, Microsoft Entra ID, Microsoft Intune, and
Microsoft Defender for Office 365. Microsoft Teams,
SharePoint Online, and OneDrive were intentionally
disabled as part of Phase 1 and are included within the
scope of this Phase 2 effort.

Relevant existing architecture, configuration, security,
and Phase 1 assessment or implementation
documentation will be made available to the selected
vendor, as appropriate, to support discovery,
assessment, planning, and implementation activities.
Preference is to be in a production state by June 30,
2027. Although we will rely on the recommendations
and proposed project schedule from the selected
vendor. SDCERS technical staff will be available to
support technical deployments as needed. Preference
for development is to be completed within business
hours M-F 8-5pm PST, production work to be
completed at an agreed time in the evenings and
weekends.

SDCERS will provide additional clarification for this
requirement, please see RFP amendment.
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Would SDCERS accept a current SOC 2 or
comparable independent security
assessment as satisfying the annual
security-audit requirement, and will
SDCERS consider standard cyber
insurance coverage that includes a
commercially reasonable deductible
rather than requiring coverage without
any deductible?

The RFP is titled “M365 Phase Il
Collaboration Tools,” while Appendix A
contains Phases |-lll. Please describe the
M365 work completed before this
procurement and clearly identify what
remains to be delivered under this RFP.

The RFP states that items shown in italics
are partially or fully implemented. Please
provide a definitive list of those items,
their current configuration/status, and
any known gaps or remediation still
required.

Please define the “other
relevant/applicable applications”
included in the Microsoft 365 scope
beyond SharePoint Online, Teams,
OneDrive, Intune, Exchange Online,
Defender, and Office 365.

Documentum is listed as an existing file-
storage system, but the Migration and
Cutover section specifically mention file
servers and on-premises SharePoint. Is
Documentum content migration to
Microsoft 365 in scope?

If Documentum migration is not in scope,
is any integration between Documentum
and Microsoft 365 required? If yes,
please identify required integration use
cases and interfaces.

Does the SharePoint Online Scope
include an intranet/portal, custom pages,
custom web parts, Power Platform
solutions, forms/workflows, records

Vendor needs to meet the requirements in the RFP, or
list it as an exception. Exceptions to the RFP are part of
the evaluation and may be reflected in the score.
SDCERS may choose not to accept proposed
exceptions.

SDCERS plans to implement the M365 environment in
multiple phases. The title of the project implies what
phase of the M365 environment are within the scope
of this RFP. Although within the Appendix the phases
contained within this project are defined.

Refer to RFP Appendix A Current Environment. This
section defines current state including deliverables
from M365 Phase |. Refer to RFP Appendix A Desire
Future State for high- level deliverables for this
project.

The items in italics in Appendix A, Phase | are all fully
configured and in use. We currently have no known
gaps for our current use. However, SDCERS is
requesting engagement vendor to review the
environment to potentially identify any issues or gaps.
If any remediation is required, it would be out of the
scope of this RFP.

In scope are SharePoint Online, Teams, and One Drive.
The "other relevant/applicable applications" refer to
other tools available in the E5 license that could
improve SDCERS collaboration.

Documentum is used as the file storage system for
archiving final records and is not within scope of this
project. The file server is used for operational
documents, and it is within scope.

No integration between Documentum and MS 365 is
required.

Organizational change management is important
requirement for this project. We are looking for a
vendor to assess and propose the required
configuration to meet our needs.
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solutions, or line-of-business application
development? If so, please quantify each.

What is SDCERS’ desired production go-
live and final project completion date?

Which activities are expected to be
performed on-site in San Diego, and
approximately how many on-site
workshops, training days, and/or cutover
visits should vendors include?

Please confirm the exact Microsoft cloud
environment/tenant type in use (for
example, GCC versus another
government cloud configuration) and any
service restrictions vendors must design
around.

Please provide the Active Directory
topology: number of forests/domains,
trusts, UPN domains, approximate
user/group/service-account counts, and
whether any legacy or non-routable
domains exist.

What third-party SSO/MFA product is
currently used, and does SDCERS intend
to retain it, integrate it with Microsoft
365 collaboration services, or replace any
functionality with Microsoft-native
controls?

Please see answer to question 10.

Please see answer to question 3

SDCERS' Microsoft 365 tenant is a Government
Community Cloud (GCC) tenant, not GCC High.

Vendors should account for Microsoft 365 GCC-
specific service availability, licensing, feature
limitations, integration requirements, and security and
connectivity requirements when developing their
proposed solution.

There is a single forest:sdcers.gov. There are no trusts.
We do support sdcers.org as a secondary DNS zone
but that is not linked to AD. It is there to support any
legacy DNS lookups and to support delivery of emails
to the legacy domain (email alias). We currently have
140 active user accounts, 72 user mailboxes, 24 shared
mailboxes, 171 Groups, and 271 computers. We have
566 disabled user accounts but those are not within
scope and kept for security purposes.

For user accounts, we use Okta. We do intend to
retain it as our MFA product. It is already integrated
with the 365 Tenant and Entra ID. Vendor will have the
responsibility to review the existing configuration and
determine if it is sufficient to support your
implementation or if additional changes are needed.
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Of the 170 Windows workstations, how
many are in scope for
configuration/remediation, Office
deployment, OneDrive setup, and/or
Intune management, and how are they
mapped to the 72 active users?

Please provide the total size and
file/object count of all Windows file
shares intended for migration, preferably
by share/top-level folder and business
division.

How many file shares/top-level folders
are in scope, who owns them, and how
complex are the existing NTFS
permissions (users, groups, nested
groups, broken inheritance)?

Please identify the on-premises
SharePoint version(s) and provide the
number of farms, web applications, site
collections, sites/subsites, lists/libraries,

SDCERS currently has approximately 160 Windows 11
computers, consisting of 87 user desktops, 53 user
laptops, and 20 Board Room desktops.SDCERS has
approximately 72 user mailboxes. Most users are
provided with both a desktop for use in the office and
a laptop for remote work. There are also a small
number of desktops used for shared functions;
therefore, there is not a one-to-one relationship
between users and devices.Microsoft Office is
currently installed on all user desktops and on a
limited number of laptops. SDCERS intends to deploy
Microsoft Office to all user laptops. Office is not
expected to be deployed to the 20 Board Room
computers.Windows workstations are currently
managed using ManageEngine Endpoint Central rather
than Microsoft Intune. Endpoint Central is used by
SDCERS for software deployment, including Microsoft
Office, and workstation updates.|f workstation
configuration changes, software packages, OneDrive
configuration, or other endpoint modifications are
required to implement the Phase 2 services, the
selected vendor will be responsible for identifying
those requirements and developing the necessary
configurations and/or deployment packages. The
vendor will work with SDCERS IT staff to deploy the
required changes to applicable devices using SDCERS'
existing endpoint management processes and
tools.Vendors should not assume that all 160
Windows devices require identical configuration or
remediation. The selected vendor is expected to
determine the applicable device populations and
required changes based on the Phase 2 solution design
and implementation requirements.

Please see answer to question 8.

Please see answer to question 8.

Our on-premise environment is running SharePoint
Server 2019 and consists of 1 SharePoint farm, 1 web
application, 3 site collections, and 7 sites/subsites,
with a total content size of 14GB.
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total content size, and approximate item
count.

What customizations exist in on-premises
SharePoint (custom solutions, web parts,
master pages, workflows, InfoPath,
SharePoint Designer, custom scripts,
third-party add-ins, forms, or
integrations)?

If Documentum content is in scope,
please provide the Documentum version,
number of repositories, total data size,
object/document count, and major
document types.

If Documentum content is in scope,
which Documentum attributes must be
preserved (metadata, versions, ACLs,
renditions, relationships/links,
workflows, records classifications, audit
history)?

Is the vendor expected to perform data
cleanup, deduplication, stale-content
identification, ROT remediation,
archiving, or records disposition before
migration? If yes, please define the
expected rules and approval process.
What business rules should determine
whether content is migrated to
OneDrive, SharePoint Online, or Teams-
connected SharePoint sites?

Has SDCERS already defined the target
information architecture and site/team
inventory? If yes, please provide it; if not,
should the vendor design it from division-
level workshops?

Does SDCERS own or prefer a migration
tool (e.g., Microsoft native tooling or an
approved third-party tool), or should the
vendor include migration-tool
licensing/subscription costs in the
proposal?

What downtime/read-only/source-freeze
windows are acceptable for file shares
and on-premises SharePoint during final
cutover?

No customizations exist in the SharePoint 2019 on-
premise environment.

Please see answer to question 16.

Please see answer to question 16.

Vendor is required to propose a content migration
plan. Options for cleanup and efficiencies that
enhance or improve the migration process would be
favorable.

We are looking for recommendations for the best
practices and processes that will help with our
business collaboration.

Architecture has not been defined. This should be
considered in the vendor’s response.

We do not own a native tool or have a third-party tool
in mind. If a tool is required, then the vendor will need
to provide. SDCERS looks for the vendor’s
recommendations, and any additional cost should be
listed in the proposal.

There should be no production outages during
business hours. Business hours are Monday through
Friday, 8 am - 5pm PST.
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Should existing source permissions be
migrated as-is, rationalized, or
redesigned into Microsoft 365/Entra
groups? Who will approve permission
changes?

What migration acceptance criteria are
required (for example, item-count
reconciliation, metadata/permission
validation, error thresholds, sampling, or
business-owner sign-off)?

Please provide the expected number and
types of SharePoint Online sites/hubs to
be created (departmental, project,
communication, records, extranet, etc.)
and any required navigation/search
design.

Please provide the expected number of
Microsoft Teams to create or migrate,
including standard/private/shared
channels and any templates or lifecycle
rules required.

Are Power Automate workflows, Power
Apps, Forms, Lists, Planner, Stream, Viva,
Loop, or other collaboration workloads
expected as part of the base
implementation?

Please identify the specific regulatory,
legal, security, records management, and
internal policy requirements; the solution
must satisfy beyond the general
references to industry best practices and
CIS controls.

Does SDCERS already have a data-
classification taxonomy and Microsoft
Purview sensitivity labels? If yes, please
provide the current labels/policies and
identify required changes.

What Data Loss Prevention scenarios and
data locations are required (SharePoint,
OneDrive, Teams, Exchange, Endpoints),
and are any DLP policies already
deployed?

Please provide applicable retention
schedules, legal hold/eDiscovery
requirements, records classifications, and
disposition rules for content being
migrated to Microsoft 365.

All AD Groups also exist in the cloud. They are
synchronized. We are looking to hire a vendor with the
required expertise to look at our environment and
implement a solution in line with our needs and best
practices.

Detailed acceptance criteria will be developed during
migration planning. Business owner sign-off will be the
final acceptance.

While we expect to have sites by division, we are
looking for recommendations to improve collaboration
and communication.

This should be determined and recommended by the
vendor from the Division-level workshops.

While they are not a requirement, we would like
recommendations on the use of these tools based on
the Division-level workshops.

We do not have any additional requirements beyond
what was defined in the RFP.

We currently do not have anything in use.

We do not have DLP created beyond exchange. We
look for the vendor's recommendation of best
practices.

None has been developed for the content being
migrated to Microsoft 365, but we look for vendor
recommendations
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Please confirm the number of trainees by
audience: end users, Board members,
division champions/trainers, help
desk/support staff, SharePoint/M365
administrators, and security
administrators.

What warranty/stabilization period is
required after production
implementation, when does it begin, and
what services are included during that
warranty?

The RFP states “Hours of support to be
used within a one-year term.” How many
support hours should vendors include in
the base one-year post-deployment
support allocation?

For the required five-year ongoing
support options, what annual service
level/volume should vendors price (hours
per year, ticket estimates, or service
tiers)?

Should every proposer include separate
pricing for all five optional Copilot
deliverables, including Production
Implementation Support, even though
SDCERS may authorize all, some, or
none?

What pilot size should vendors assume
for Microsoft 365 Copilot (humber of
users and divisions), and what pilot
duration is desired?

Will SDCERS procure the required
Microsoft 365 Copilot licenses directly,
and how many licenses should be
assumed for the pilot and any production
rollout?

What pricing model does SDCERS prefer
for implementation: fixed price by
phase/milestone, time-and-
materials/not-to-exceed, or another
structure?

Are there known unsupported/complex
files such as encrypted/password-
protected files, oversized files, excessive
path lengths, invalid characters, PSTs,
executables, or legacy formats that must
be remediated?

Please see Appendix A for training needs. We have 60
end users: 60, 15 Board members, 7 technical staff.

We are looking for vendor's recommendation.

Please provide time and material rate to be used as
needed to be billed outside of the scope of this
project.

Please see answer to question 11

This is an optional requirement. For vendors who wish
to submit a response, it should be itemized separately
from the required scope of services.

We have 55 employees. We are looking for the vendor
to provide recommendations on the execution of the
pilot.

SDCERS will acquire the licensing through our
Microsoft reseller.

Preference is fixed price by phase/milestone. It is
preferred that milestone payments include holdback
that accumulate and are paid in totality at the signoff
of the project.

We are not aware of any conflicts at this time. We
expect to be identified in the discovery phase.
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Beyond the existing SSO/MFA solution,
what third-party or line-of-business
systems must integrate with Teams,
SharePoint Online, OneDrive, or
Microsoft 365 during this project?
What tenant-wide sharing/access
standards should be implemented for
SharePoint, OneDrive, and Teams
(internal sharing, guests, anonymous
links types, default link, download
restrictions)?

Which business use cases should the
Copilot pilot prioritize, and are any use
cases explicitly prohibited because of
sensitive member, legal, investment, or
other confidential data?

Please provide the current Microsoft
Purview, sensitivity-label, retention, DLP,
permissions-governance, and data-access
posture that should be treated as the
Copilot readiness baseline.

Is on-site work mandatory or preferred,
which activities must occur on-site, and
how many on-site workshops, training
sessions, migration events, or support
days should bidders include?

What is SDCERS’ desired production go-
live date?

Will SDCERS assign a dedicated project
manager, and which responsibilities will
remain with SDCERS versus the vendor?

Are project meetings and workshops
expected to occur during SDCERS’ normal
9:00 a.m. to 4:00 p.m. Pacific business
hours?

Will after-hours or weekend cutover
work be required?

Will SDCERS grant remote administrative
access to vendor resources? If so, what
onboarding, background-check, device,
VPN, privileged access, or lead-time
requirements apply?

None

This should be determined and recommended by the
vendor from the Division-level workshops.

This should be determined and recommended by the
vendor from the Division-level workshops.

This should be determined and recommended by the
vendor. None currently exists.

Please see answer to question 3

Please see answer to question 10.

Yes, SDCERS will assign a project manager that will
work with the vendor's assigned project manager. The
vendor has responsibility for the overall delivery of
this project.

Yes

Possibly. Please see answer to question 35

Yes, we will grant remote access and required forms
for Non-Disclosure and VPN access will need to be
signed. Lead-time would be 1-2 weeks.



64 | Please confirm whether all content in on- | Documentum is not in scope to question 11.
premises SharePoint, Documentum, and | For SharePoint information, please see answer to
Windows file shares is in scope for question 8.
migration, or only selected repositories, File server is used for operational documents, and it is
sites, shares, folders, divisions, or record | within scope.
classes.
Group review above this line

65 | Ifin-scope, please provide the total data
volume and item count for each source:

66
67
68

a On-premises SharePoint Please see answer to question 27.
b
c

69 | d. User home drives Please see answer to question 8.
e
f

Documentum Not in scope. Please see answer to question 16.
Windows file shares Please see answer to question 8.

70
71

72 | Is migration tooling expected to be Please see answer to question 34.
included in the project price?

Departmental drives Please see answer to question 8.
Other repositories Not in scope

73 | Can vendor-hosted migration tools or SDCERS would prefer that data not be hosted, stored,
staging services be used, given the or staged in a third-party data center or cloud
requirement that SDCERS data remain environment, as this would introduce additional
within the continental United States? security, privacy, and risk considerations. Our

preference is for data to be migrated directly from
SDCERS’ on-premises environment to our Microsoft
365 tenant.

The use of vendor-hosted migration tools or services is
acceptable provided that SDCERS data is not stored or
staged in a third-party environment. If a proposed
migration solution requires SDCERS data to be
transferred to or temporarily stored in a third-party
data center or cloud environment, the vendor should
clearly identify this as part of its proposal and, where
possible, provide it as an optional approach.

Any solution involving third-party storage or staging of
SDCERS data would require additional security review
and risk assessment and may not be acceptable to
SDCERS. If third-party hosting or staging is required as
the vendor’s only available migration approach, this
could materially affect SDCERS’ evaluation of the
proposal.
74 | For each SharePoint farm, provide the Please see answer to question 27.

version and edition; the number of

farms, web applications, content

databases, site collections, sites, and
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subsites; and the total data volume, file
count, version count, and recycle-bin
size.

How many SharePoint Designer, Visual
Studio, Nintex, K2, or other workflows
exist, and which are business critical?
How many InfoPath forms exist, and
which require replacement?

Are Access Services or legacy forms
applications in use?

Which business applications integrate
with SharePoint?

Are external users accessing any sites?

Are unique permissions used extensively,
and at what scope?

Are SharePoint groups mapped to Active
Directory groups?

Which target outcomes must the vendor
include: like-for-like migration,
modernized information architecture,
intranet redesign, or another defined
outcome?

Must existing hyperlinks, document links,
or references from other applications be
remediated after migration?

Does SDCERS expect replacement designs
for unsupported customizations, forms,
and workflows?

Is Power Platform design and
implementation required to replace any
workflows or forms?

What Documentum products, versions,
patch levels, and modules are deployed?

Is Documentum hosted entirely on-
premises, and what database and storage
platforms support it?

How many repositories/docbases are in
use?

None

None

None

None

None

We use simple security model based primarily on
inherited permissions.

SharePoint does not use AD groups for permissions.
Access is assigned directly to individual AD user
accounts within SharePoint. Although SDCERS is open
to considering integrating security management with
Active Directory.

Modernized information architecture and intranet
design. We are looking for vendor recommendations.

There are documents that contain hyperlinks to other
documents within the existing file system. SDCERS
looks to the vendor to assist in identifying the
documents that contain these references and
recommendations on remediation. It is not our
expectation that the vendor resolves this references.
None

No

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.
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What is the object count, document
count, rendition count, version count,
and total storage consumption by
repository?

Are major and minor versions required in
the target?

How are users and groups represented in
Documentum, and can they be mapped
to Entra ID identities or groups?

Which Documentum workflows and
business processes are active?

Which applications integrate with
Documentum through APIs, web services,
connectors, database access, imports,
exports, or links?

Is Documentum used as a system of
record or only as a document repository?

Provide data volume and file count by
share, division, and intended target.

Identify home drives separately from
shared departmental content.

Are user profile folders, Desktop,
Documents, Pictures, or Known Folders
redirected today?

Are offline files, local sync, file-server
caching, DFS replication, or branch
caching in use?

Are files accessed by applications,
scheduled jobs, service accounts,
scanners, copiers, websites, scripts,
macros, or integrations?

Are users currently signed into the
OneDrive sync client?

Is Teams currently disabled, unused,
partially used, or available without
formal governance?

Does SDCERS expect a specific number of
Teams to be created, or should the
vendor design a provisioning model?

Are Teams Phone, call queues, auto
attendants, phone migration, conference
rooms, Teams Rooms, or Teams Premium
included in scope? If included, provide

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Please see answer to question 8.

Please see answer to question 8.

No

No

Some applications and scheduled jobs do access file
shares. Those include scripts and other programs. This
will need to be a consideration for the document
migration.

Scanners do not directly access file shared.

Copiers provide the ability to scan to email. Therefore,
there is no dependency on the file system.

No

It is currently disabled. Vendor will have the
responsibility for enabling and properly configuring it.

Vendor is expected to design a provisional model.

Not in scope. Please see answer to question 15.



104

105

106

107

108

109

110

111

112
113

114

115

116

the quantities and required outcomes for
each.

Is migration of GoTo meetings,
recordings, contacts, configurations, or
historical content expected?

Is GoTo expected to be retired?

Does SDCERS want an intranet,
document management platform,
collaboration platform, records
repository, or a combination?

Is a corporate home site, global
navigation, news, events, policies, forms
center, or knowledge center required?
Are approval, review, publication,
acknowledgement, and document-
expiration workflows required?

Is external sharing permitted and, if so,
under what controls?

Does SDCERS require sensitivity labels on
sites, groups, Teams, containers, and
files?

Is the GCC tenant the only tenant
involved?
Is Entra Connect deployed?

Are user principal names aligned with
primary email addresses?

Is password hash synchronization, pass-
through authentication, federation, or
another identity method used?

What third-party SSO and MFA product is
in use?

Must the third-party SSO/MFA solution
remain, integrate with the new
workloads, or be replaced?

No

It is SDCERS’ preference that rely on Teams as the
primary conferencing software and retire all others
that do not have a specific business requirement.

Organizational Change Management is an important
element of this project. SDCERS is relying on the
vendor to assess the needs of our business and
propose a design to meet our business practices. We
anticipate the final project to be a combination of
intranet, document management, collaboration and
repository.

We are looking for a recommendation for the best
solution to improve collaboration.

While we currently do not have workflows, we are
looking for a vendor to provide recommendations and
training on the use of this functionality.

Organizational Change Management is an important
element of this project. SDCERS is relying on the
vendor to assess the needs of our business and
propose a design to meet our business practices. Our
business does exchange confidential information with
third party vendors and members. Having a secure
channel for staff to conduct this business without
dependency on the IT staff would be a preference.
Organizational Change Management is an important
element of this project. SDCERS is relying on the
vendor to assess the needs of our business and
propose a design to meet our business practices.

Yes

Yes
Yes

We use Okta for authentication and it is integrated
with Active Directory.

We use Okta for authentication and it is integrated
with Active Directory.
Yes, it must remain.
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Are Conditional Access policies already
configured?

Are there break-glass accounts,
privileged role management, access
reviews, entitlement management,
Terms of Use, or identity governance
processes?

Are all identities synchronized from
Active Directory, or are cloud-only
identities present?

What is the join state of the 170
Windows devices: Active Directory
joined, Entra joined, hybrid joined,
workgroup, or mixed?

Are multiple forests, domains, trusts, or
disjoint namespaces involved?

How many of the 170 Windows
workstations are currently enrolled in
Intune?

How many of the 40 mobile devices are
enrolled?

Are the mobile devices corporate-
owned, personally owned, or mixed?

What third-party endpoint management
product is currently used?

Is migration from that product to Intune
included?

Is Windows Autopilot required for
existing devices, new devices, or both?

Is Windows Hello for Business required?

Yes, there are.

There is a break glass account. We are currently only
using Global Administrator roles since we are a small
organization. We monitor privilege access accounts
and review all access on an annual basis. Licenses or
entitlements are assigned by group membership.
Terms of use banner will be implemented shortly. We
have identified governance reviews that occur
monthly.

All user identities are synchronized from Active
Directory. However, cloud administrators are cloud
only accounts. No AD account has admin rights in the
tenant.

AD only.

No.

None. Only mobile phones and iPads. No desktops or
laptops.

We currently have 48 mobile devices registered with
an expected 10 to 15 more to be added by the end of
the calendar year.

Mixed, we maintain two policies, one that governs
corporate owned and another that managed
personally owned.

For Windows and Linux, we are using ManageEngine
Endpoint Central. For Mobile Devices, it is Intune.

That is out of scope. This is for collaboration tools
only; Not for Endpoint management.

We are not using Autopilot.

We are not using Hello for Business.
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Which applications must be packaged
and deployed, and in what formats?

The specific applications requiring packaging and
deployment, as well as the appropriate packaging
formats, have not been predetermined by SDCERS.
The selected vendor is expected to evaluate the
current application environment and identify and
recommend application packaging and deployment
requirements as part of the assessment and solution
design. Recommendations should consider application
compatibility, current Endpoint management
tools/capabilities, vendor-supported deployment
methods, security requirements, and Microsoft best
practices. Final requirements will be determined in
coordination with SDCERS. Presently, SDCERS has
deployed Office 365 to all desktops and a few
desktops. What additional applications are needed or
changes made is the responsibility of the successful
vendor to determine as part of their scope of provided
services.

130

What EDR, antivirus, encryption,
vulnerability management, and patching
tools are used?

We are currently using ESET for Endpoint protection
on all Windows computers. We are using
ManageEngine Endpoint Central for endpoint
management, and patching. We use Tenable for
vulnerability scanning and management.

131

Are Defender for Endpoint onboarding
and security baselines included?

This is an RFP to deploy Microsoft Collaboration Tools
not provide endpoint management or security
services.
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How many devices and applications are
in-scope (scanners, copiers, applications,
alerts, monitoring systems, line-of-
business systems, and service accounts)

Does Documentum send or ingest email?

Are multi-function devices expected to
scan directly to SharePoint or OneDrive?

Are e-signature, records management,
printing, scanning, case management,
benefit administration, finance,
investment, legal, or Board systems
expected to integrate with Microsoft
3657

Does SDCERS have a formal data
classification standard?

Are sensitivity labels currently
configured?

Are retention labels or retention policies
currently configured?

Does “proper security and governance
best practices” mean recommendations
only, implementation of a baseline, or

See the response to Question 25 for the number of
Windows computers in scope. SDCERS currently has
two multifunction copiers that provide scanning
services. Microsoft Office is the primary end-user
application directly relevant to the scope of this RFP.

The collaboration tools included within the scope of
this RFP are not expected to require direct integration
with SDCERS line-of-business applications, monitoring
systems, alerting systems, or service accounts.

As part of the engagement, the selected vendor is
expected to assess the existing environment and
identify any applications, devices, service accounts,
monitoring/alerting systems, or other infrastructure
components that may have dependencies on, or be
impacted by, the proposed implementation. The
vendor should identify any such dependencies and
clearly document whether related remediation,
configuration changes, or other work is within or
outside the proposed scope.

Vendors should include in their proposals any
assumptions regarding existing infrastructure
components that could affect their ability to
successfully implement the collaboration tools
explicitly identified within the scope of this RFP.
Not in scope. Please see answer to question 16.

No, there are no multi-function devices expected to

scan directly.

Integration into our existing enterprise solutions and
board system is not within scope of this project.

No

No, please see answer to question 42.

No, please see answer to question 44.

SDCERS expectation is the selected vendor configure
the tools defined within the scope of this project using
security best practices.



implementation of a fully approved
policy set?

140 = Which security baseline or framework
should govern the design?

141 | Is CIS alighnment expected because the
agreement references the CIS Critical
Security Controls?

142 = Does SDCERS expect the vendor to
recommend or implement backup for
SharePoint Online, OneDrive, and
Teams?

143 | Which user populations require training?

144  How many live sessions are expected?

SDCERS generally follows NIST and CIS security
frameworks and best practices. The selected vendor
should design and configure the proposed Microsoft
365 services consistent with applicable NIST guidance,
CIS Controls and benchmarks, Microsoft security best
practices, and SDCERS' existing security policies and
standards. Any recommended configuration that
conflicts with existing SDCERS requirements or
materially affects usability or business operations
should be identified and reviewed with SDCERS prior
to implementation.
Yes. SDCERS expects the proposed solution and
configurations to align with applicable CIS Critical
Security Controls and relevant CIS Benchmarks, where
appropriate. SDCERS also generally follows NIST
guidance and Microsoft security best practices. CIS
alignment should be applied based on the services
being implemented, SDCERS' existing security
architecture, operational requirements, and risk
considerations. Strict implementation of every CIS
recommendation is not necessarily required. Any
significant deviations from applicable CIS
recommendations should be identified, documented,
and discussed with SDCERS as part of the solution
design.
SDCERS currently uses Veeam Backup for Microsoft
365 for Microsoft 365 backup services. The selected
vendor is expected to review the existing backup
configuration as it relates to SharePoint Online,
OneDrive, and Teams and identify any configuration
changes or additional requirements necessary to
provide appropriate backup coverage for the Phase 2
services. SDCERS is not specifically requesting
implementation of a new backup platform unless the
vendor identifies a gap and recommends a change as
part of its assessment and solution design.
All SDCERS users will need training:

End Users - approximate 55

IT End User Support - approximate 3

IT Technical Staff - approximate 7

SDCERS will rely on the vendor to provide
recommendations on how best to prepare staff with
instructions on how to use the new tools. These
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What maximum class size should be
assumed?

Must multiple sessions be provided to
accommodate business availability?

Must sessions be recorded?

Is training expected on-site, remote, or
hybrid?

How many internal trainers or champions
will be designated?

Does SDCERS have an existing
communications channel or intranet?

Is the vendor expected to administer the
environment, advise SDCERS
administrators, or provide escalation-
only support?

How many support hours should be
priced for the first year?

Should the five-year support option be
priced as a fixed annual amount, annual
bank, retainer, or time-and-materials
schedule?

Is the optional scope limited to Microsoft
365 Copilot, or does it include Copilot
Chat, agents, Copilot Studio, or role-
based Copilots?

Which divisions and roles should
participate?

What pilot duration should be assumed?

How many Copilot business-use-case
workshops and documented use cases
should the optional scope include?
Does SDCERS have an Al acceptable-use
policy?

sessions can be remote but should be conducted by a
real person.

SDCERS will rely on the vendor to provide
recommendations. Vendors may suggest all users or
recommend breaking into smaller workshops based on
their business function within our organization for a
more custom training.

Yes

Yes

We are open to on-site or remote, location of trainer is
not a requirement.

At least one per division. That equates to
approximately 8-10 individuals.

No

SDCERS is seeking a vendor to fully configure the
environment of collaboration tools, propose and
execute a transition plan to enable SDCERS to
administer and support end user in an on-going basis.
Please see answer to question 11 for support details.
Please see answer to question 47

Please see answer to question 11.

Please see answer to question 49.

This should be determined and recommended by the
vendor from the Division-level workshops.
Please see answer to question 50.

Please see answer to question 50.

Yes
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Is policy development part of the
required scope or recommendation-
only?

Is an Al governance committee already
established?

Is deployment of SharePoint Advanced
Management capabilities expected?

Is the base project expected to be fixed
fee, time and materials, not-to-exceed,
or may vendors propose alternatives?

Should all migration software, third-party
professional services, temporary
infrastructure, and travel be included in
the fixed project price?

Should optional items be priced
separately by phase and workload?

Is there a budget or funding ceiling that
bidders must observe when structuring
the proposal?

Does SDCERS expect pricing based on
current estimates with formal
adjustment following discovery?

Will scope or price adjustment be
permitted if source inventories materially
exceed the information supplied in the
RFP?

Are there required payment milestones
or invoicing terms that bidders must
reflect in the proposal?

SDCERS is in the early phase of Al adoption. An Al
Governance has been established, although if the
selected vendor has recommendations to strengthen
the policy and governance, SDCERS would be open to
recommendations. Although Al governance
establishment is not within scope of this engagement.
Yes

SharePoint Advanced Management capabilities are
currently not used as the existing environment is
SharePoint Server 2019 on-premise.

Please see answer to question 52.

All aspects of the vendor services that are required to
implement the services within scope.

Yes. Recommendations proposed outside of the
defined collaboration tools requested in this project
should be itemized and priced individually. SDCERS
will assess the benefit and value of the tool to
determine if we would like to include within the scope
of this project.

Please see answer to question 2.

Yes. Please see answer to question 52.

SDCERS is looking for a proposed project cost at the
time of selection. Vendors must use the RFP
information and documented assumptions for pricing.
Any adjustments based on post-award discovery
require documented justification, mutual agreement
and formal approval by SDCERS Board of
Administration.

Vendor should use the information within the RFP and
responses to questions to determine the value of the
project. SDCERS has done their best effort to provide
the needed information for the vendor to value the
cost of the project. Any project change orders will
need to be presented and approved by the SDCERS
Board of Administration and is not guaranteed for
approval.

Please see answer to question 52.
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Are travel costs to be shown separately
even though they must be included in the
proposal price?

Is use of subcontractors prohibited
unless approved after award, or may
identified subcontractors be proposed in
the response?

Does the continental-U.S. requirement
apply to Microsoft, migration-tool
vendors, subcontractors, support
telemetry, and service-hosting locations?
Must every assigned person complete a
background check before receiving
access?

The RFP does not identify an estimated
project budget or Not-to-Exceed value.
Please provide the anticipated budget or
estimated contract value for the
implementation project, if available.
Please confirm whether SDCERS currently
has an incumbent Microsoft 365
consultant, implementation partner, or
managed services provider supporting its
M365 environment. If so, please provide
the incumbent vendor’s name and
current contract information, if available.
The current environment identifies
Documentum (on-premises) as an
existing document-storage system;
however, the Migration and Cutover
scope specifically identifies migration
from file servers and on-premises
SharePoint. Please confirm whether
Documentum content is included in the
migration scope. If yes, please provide
the approximate volume of Documentum
data to be migrated.

Please provide the approximate data
volume, number of SharePoint sites, file
shares, and total files/documents
anticipated for migration to SharePoint
Online and OneDrive, if available.

All costs for the project must be included in the
proposal. Itis the determination of the vendor how to
present required/optional travel costs into their
proposal.

Subcontractors can be utilized if they meet the
requirements within the RFP. Vendor should present
the use of subcontractors within their response to this
proposal.

Yes.

SDCERS will conduct a company background check of
the top finalist and their primary point of contact for
contract negotiation. It is expected that each vendor
will conduct their own due diligence at the time of hire
for each of their employees and have the means to
support that practice if SDCERS requests that
information.

Please see answer to question 2.

Please see answer to question 5.

Not in scope. Please see answer to question 16.

The current on-premise SharePoint environment
contains 14GB of data across 7 sites/subsites within 3
site collections.
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The RFP does not state a required
completion date or target production go-
live date for the base implementation.
Please provide SDCERS' anticipated
implementation timeline and desired go-
live date.
The RFP requires the selected vendor to
provide a warranty period for the
production environment following
implementation. Please confirm the
expected duration of the post-
implementation warranty period.
Phase lll references post-deployment
support hours to be used within a one-
year term, while the RFP separately
requests ongoing support and
maintenance pricing for a minimum of
five years. Please clarify the distinction
between the one-year post-deployment
support requirement and the five-year
ongoing support/maintenance option.
Section 8 states that the vendor must be
located in the U.S. and only use
employees within the continental U.S.,
while Section 9 permits the use of
subcontractors subject to SDCERS
approval. Please confirm whether
qualified subcontractor personnel
located within the continental U.S. may
perform project services with SDCERS'
prior written approval.
Appendix A lists Documentum as an
existing file storage platform, but the
Migration and Cutover section name only
file servers and on-premises SharePoint.
Please confirm whether Documentum
content migration is in scope and, if so,
which repositories or docbases are
included.
If Documentum migration is in scope,
please provide the following sizing and
complexity details:

e Approximate document count and
total content volume size in GB/TB

e Number of repositories, docbases,
and document types

Please see answer to question 10.

Please see answer to question 46.

Please see answer to question 11.

Employees of the selected vendor or subcontractors of
the selected vendor must all be located within the U.S.
If vendor elects to utilize subcontractors that should
be clearly stated within their response and must be
accepted by SDCERS before engagement.

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.
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¢ Key metadata fields or metadata
requirements by document type

e Whether workflows, full-text
search, scanning, renditions, annotations,
permissions, version history, retention
rules, or records attributes must be
preserved, and if so, the associated
details and counts for scoping purpose
If Documentum migration is in scope,
can SDCERS export documents and their
metadata to a file system with an
accompanying index file, or is the
selected vendor expected to extract
content programmatically through
Documentum APIs or services?

For the Windows file shares, please
provide the

a. number of shares

b. total content volume (in
GB/TB)

c. total file count

d. metadata to be migrated over

e. proportion of content expected
to be migrated

f. proportion of content expected
to be archived

g. proportion of content expected
to be left behind

h. Please also identify any known
permission complexity, long-path, or
legacy file format issues
For the on-premises SharePoint farm,
please provide the

a. number of site collections
b. number of sites

c. number of subsites

d. number of libraries

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Not in scope. Please see answer to question 16.

Please see answer to question 8.

Please see answer to question 8.

Please see answer to question 8.

Please see answer to question 8.

Will be determined during discovery phase.

Will be determined during discovery phase.

Will be determined during discovery phase.

Will be determined during discovery phase.

Please see answer to question 8.

This should be identified during discovery
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e. number of lists

f. number of pages

g. total content volume (in
GB/TB)

h. Please also confirm whether
custom solutions, forms, workflows, or
thirdparty web parts must be reproduced
in SharePoint Online, and how many
pages, if any, the vendor is expected to
rebuild.

Are there records management,
retention, legal hold, or security
requirements that must govern where
migrated content is placed, how it is
validated, or how the legacy repositories
are retired?

Do SDCERS have any migration tools like
Sharegate that can be used for this
migration?

If not, should the required migration
tool(s) that might be required for
successful project execution be priced
separately in the proposal, so that
SDCERS can purchase them as
recommended by the vendor.

Beyond team and department
collaboration sites, do SDCERS expect a
SharePoint Online intranet or
organization landing experience as part
of this engagement? If yes, whether
standard out-of-the-box templates are
acceptable.

For training and adoption, should
vendors plan role-based sessions for all
licensed users, or a smaller group of
administrators, content owners, and
division champions supported by
recorded sessions and job aids? Please
also confirm whether training is expected
onsite, virtual, or a combination.

This should be identified during discovery

This should be identified during discovery

14 GB

Please see answer to question 28.

Please see answer to question 44.

Please see answer to question 34.

Please see answer to question 34.

Yes. We are looking for vendor's recommendation for
the best template design based on the needs
identified during discovery.

This should be determined and recommended by the
vendor from the Division-level workshops.

Please see answer to question 143 & 144 for
additional details.
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Intune is presently scoped to mobile
devices, with Windows enrollment
restricted.

For this engagement, should vendors
include Windows workstation enroliment
and management for the 170 Windows
workstations, or should Intune scope
remain limited to review and validation
of the existing mobile device
configuration?

Appendix A requires the optional Copilot
services to be priced separately, and
states that SDCERS may elect to
authorize all, some, or none of them.
Should the optional Copilot cost be
included in, or excluded from, the Total
Cost Summary used to compare vendor
pricing?

Section 7 asks for ongoing support
options for a minimum of five years,
while Appendix A separately references
post-deployment support hours within a
one-year term. Please confirm whether
these are two distinct commitments, and
whether SDCERS will specify a target
number of hours or an annual support
block so that all vendors price to the
same basis.

Please also confirm whether SDCERS has
a required coverage window and
response targets, or whether vendors
should propose them.

Does SDCERS have a target completion
date, contract term, or fiscal-year
constraint vendors should reflect in the
schedule, and does SDCERS expect a firm
fixed price for implementation with time
and materials for optional Copilot and
support services, or another pricing
model

Please confirm whether the Microsoft
365 government tenant is GCC or GCC
High, and identify any tenant-specific
security or connectivity constraints that
vendors must account for.

Intune will be limited to mobile devices.
ManageEngine is used for Windows computers. This
should not be changed.

Please see answer to question 49.

Please see answer to question 11.

Vendor should provide a proposal.

Please see answer to question 10.

Please see answer to question 21.
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The RFP lists 59 G5 users and 13 F3 Board
users. Are these 72 identities the full in-
scope user population for collaboration
deployment, migration, training and
post-deployment support?

Of the 170 Windows workstations and 40
mobile devices, how many are in scope
for configuration changes, M365 Apps
deployment, OneDrive enablement,
testing or remediation?

Please provide the current data volume
(TB), file count and approximate number
of top-level shares/folders for the
Windows file shares in scope for
migration.

Please provide the version, farm
topology, number of site
collections/sites, total content volume,
custom solutions, workflows/forms and
third-party add-ons in the on-premises
SharePoint environment.

Yes. The 59 G5 users and 13 F3 Board users, for a
current total of 72 identities, represent the current in-
scope user population for the Phase 2 collaboration
services. SDCERS' user population may fluctuate
slightly due to normal staffing and operational
changes. Vendors should use the stated user counts
for proposal and pricing purposes and should
anticipate minor changes in the user population during
the course of the engagement.

SDCERS currently has approximately 160 Windows 11
computers, rather than 170. This consists of 87 user
desktops, 53 user laptops, and 20 Board Room
desktops. SDCERS also has approximately 48 mobile
devices.

Vendors should assume that applicable user desktops,
laptops, and mobile devices may require configuration
changes, testing, or remediation necessary to support
the Phase 2 services. Microsoft Office is currently
installed on all user desktops and a limited number of
laptops; SDCERS intends for Office to ultimately be
available on all applicable user laptops. Office is not
expected to be deployed to the 20 Board Room
computers.

SDCERS has not predetermined the exact number of
devices that will require configuration changes,
OneDrive enablement, testing, or remediation. The
selected vendor is expected to assess the existing
environment, determine the applicable device
populations and required changes, and develop the
necessary configurations and/or deployment
packages.

SDCERS IT staff will work with the selected vendor to
deploy approved changes using SDCERS' existing
endpoint management tools and processes.

Please see answer to question 8.

Please see answer to question 28.
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Is Documentum content in scope for
migration to SharePoint
Online/OneDrive, integration only, or
assessment/recommendation only? If
migration is in scope, please provide
repository count, volume, object count,
metadata model, versions and
workflows.

Has SDCERS defined which content
should land in SharePoint Online versus
OneDrive, or should the selected vendor
develop the source-to-target content
placement model?

What categories of sensitive,
confidential, legal, personnel, financial or
records-management content are
present in the migration sources, and are
there existing retention schedules, legal
holds or records classifications that must
be preserved?

Must existing NTFS/SharePoint
permissions be preserved exactly,
remapped to M365 groups/Teams, or
rationalized during migration?

What Internet/WAN bandwidth is
available at the SDCERS site for
migration, and are there firewall, proxy,
throttling or maintenance-window
constraints?

Not in scope. Please see answer to question 16.

Vendor to develop the source-to-target content
placement model

Please see answer to question 8.

We are looking for vendor's recommendation.

SDCERS currently has a 1 Gbps network connection to
the City of San Diego network, through which Internet
connectivity is provided. This bandwidth is shared with
normal SDCERS and City network operations and
should not be considered dedicated bandwidth for
migration activities.

Migration activities must be planned and, where
appropriate, throttled to avoid saturating SDCERS'
connection to the City network or adversely affecting
City Internet connectivity and normal business
operations. The selected vendor will be expected to
assess bandwidth requirements and develop an
appropriate migration, throttling, and scheduling
approach in coordination with SDCERS and, where
necessary, City IT staff.

Applicable firewall, connectivity, throttling, and
maintenance-window requirements will be identified
and coordinated during project discovery and
planning. Vendors should identify any specific network
connectivity, firewall, port, protocol, bandwidth, or
scheduling requirements associated with their
proposed migration approach.
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Does SDCERS have a preferred or
already-approved migration toolset for
GCC (for example Microsoft native tools
or third-party tooling), or should vendors
include tooling licenses/subscriptions in
their proposal?

Please identify the existing third-party
SSO/MFA product and describe which
M365 workloads and applications
currently depend on it.

The RFP identifies seven organizational
divisions. Should endpoint/Intune
configurations, policies, and profiles be
standardized across all divisions, or are
division-specific configurations expected?
If division-specific configurations are
required, please identify the expected
differences.

Please describe the current Active
Directory topology, AD Connect
version/configuration, sync scope,
authentication method, number of
domains/forests and any known identity
synchronization issues.

How many endpoint applications will
need to be migrated, packaged,
configured, or deployed through Intune
as part of this engagement? Please
identify any applications requiring
specialized installation, configuration, or
deployment requirements.

How are SDCERS endpoints currently
managed, including Windows
workstations and mobile devices? Please
identify the existing endpoint
management tools, policies, and
management processes in use today.
Please provide the number and list of
mail-enabled applications, SMTP relays,
scanners/devices and service accounts
that require review or configuration.
Which security/compliance capabilities
are expected to be implemented as part
of the base scope (e.g., Conditional
Access, Purview sensitivity labels,
retention, DLP, eDiscovery, auditing,

Please see answer to question 34.

SDCERS currently uses Okta for SSO and MFA
authentication to the Microsoft 365 Tenant.

Endpoint management, security policies and profiles
are administered uniformly across the organization. It
is expected that through Organizational Change
Management that the vendor finds that collaboration
tools to be used differently for different business
units. This should be a consideration when proposing
the configuration and architecture.

Please see answer to question 22

Please see answer to question 24

SDCERS Windows endpoints are managed using
ManageEngine Endpoint Central. Mobile computers
are managed via Microsoft Intune.

See answer to question 132

See answer to question 57.
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external sharing controls), versus
assessed and recommended only?

Does SDCERS have existing M365
governance, records-management, data
classification, external-sharing, naming or
lifecycle policies that the vendor must
adopt, or should these be created by the
vendor?

For Microsoft Teams, is scope limited to
chat/collaboration and Team creation, or
does it include meetings policy design,
webinars, shared channels,
guest/external access, federation, Teams
Phone/voice or room systems?
Approximately how many SharePoint
Online sites and Teams are expected at
launch, and should the vendor create
standardized templates, hub sites,
navigation, metadata/content types or
custom branding?

SDCERS has some existing security, records-
management, retention, privacy, and other
organizational policies and requirements that may
apply to the Microsoft 365 environment. Relevant
existing policies and standards will be made available
to the selected vendor during discovery.SDCERS has
not fully developed all Microsoft 365-specific
governance policies and standards for the Phase 2
collaboration services, including areas such as Teams
and SharePoint governance, external sharing, naming
conventions, site and Team provisioning, data
classification, and lifecycle management.As part of the
engagement, the selected vendor is expected to
review existing SDCERS policies and configurations,
identify applicable requirements and gaps, and
recommend and develop appropriate Microsoft 365
governance standards, policies, and configurations for
the Phase 2 services. Recommendations should align
with SDCERS’ requirements, applicable records-
retention and security requirements, and Microsoft,
NIST, and CIS best practices.Final governance policies,
standards, and configurations will be reviewed and
approved by SDCERS prior to implementation.

SDCERS is relying on the vendor to assess the needs of
our business and propose a design to meet our
business practices. Please see the answer to question
15.

This should be determined and recommended by the
vendor from the Division-level workshops.



237 | Is Windows Known Folder Move
(Desktop/Documents/Pictures) expected
for the 170 workstations, and if so, is
Intune currently capable of enforcing the
required OneDrive policies?

238 | The RFP states that the desktop
productivity suite should be deployed,
while Office 365 is already listed as in
use. Is a full M365 Apps
redeployment/upgrade required, or only
configuration validation and
remediation?

SDCERS currently has approximately 160 Windows 11
computers, rather than 170. Windows Known Folder
Move (KFM) has not been pre-determined as a
required configuration for all workstations. As part of
the OneDrive assessment and solution design, the
selected vendor is expected to evaluate the use of
Known Folder Move for applicable devices and
recommend the appropriate configuration based on
SDCERS' business, security, data protection, and
operational requirements.SDCERS currently uses
ManageEngine Endpoint Central as its primary
endpoint management and configuration platform.
Although SDCERS has Microsoft Intune, Windows
workstations are not currently managed through
Intune.If Known Folder Move or other OneDrive
endpoint policies are recommended, the selected
vendor should identify the required policies,
prerequisites, deployment method, and any necessary
endpoint configuration changes. The vendor should
work with SDCERS to determine whether those
configurations should be implemented using Endpoint
Central, Intune, Group Policy, or another appropriate
existing management mechanism.

Microsoft 365 Apps is currently deployed on SDCERS
user desktops and on a limited number of user
laptops. SDCERS intends for Microsoft 365 Apps to be
deployed to all applicable user laptops. The 20 Board
Room computers are not expected to have Microsoft
365 Apps installed.

A full redeployment of Microsoft 365 Apps to devices
where it is already properly installed and configured is
not anticipated. The selected vendor is expected to
assess and validate the existing Microsoft 365 Apps
deployment and configuration, identify any changes or
remediation necessary to support the Phase 2
collaboration services, and recommend appropriate
configurations based on SDCERS requirements and
Microsoft best practices.

Where new installations, upgrades, configuration
changes, or remediation are required, the selected
vendor will be responsible for developing the
necessary configurations and/or deployment packages
and working with SDCERS IT staff to deploy the
approved changes using SDCERS' existing endpoint
management tools and processes.
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What are SDCERS’ required acceptance
criteria for migration completeness,
permissions, functionality and user
acceptance, and how many business
testers will participate?

Please provide the expected number of
end-user and administrator training
sessions, desired delivery method
(onsite/live webinar/recorded), class
sizes, and whether custom
recordings/job aids are required.

Please define the expected post-
deployment/hypercare duration, support
hours, coverage window, severity levels,
response targets and anticipated
support-hour pool within the one-year
term.

Is there a desired completion date or
target duration for Phases I-1ll beyond “as
soon as possible” after Board approval?
Are there blackout periods or business-
calendar constraints?

What review/approval turnaround time
should vendors assume for SDCERS
deliverables, design decisions, UAT
results and go/no-go decisions?

Are SDCERS-specific background-check
criteria, NDA forms, security training or
onboarding steps required beyond the
vendor’s standard background-check
process?

Will SDCERS accept an existing SOC 2
Type I, 1ISO 27001 or comparable
independent security assessment in
satisfaction of the annual independent
security audit requirement, or is a
separate consultant audit required?
How many users should be assumed for
the Copilot pilot and for any optional
production rollout, and which
divisions/use cases are priorities?

Are Purview information protection,
retention, DLP, oversharing remediation
and permissions cleanup expected to be
implemented before the Copilot pilot, or

Acceptance criteria have not been defined. We will
work with the vendor to define the criteria to be used
to ensure quality and completeness. It is expected the
project will include a User Acceptance phase. Within
that phase, it is expected at minimum one user from
each business unit to be involved.

Please see answer to question 143 and 144.

Please see answer to question 11.

Please see answer to question 10.

Vendors should provide reasonable timeframes for
SDCERS to turn documents around. Although an
assumption of five to ten business days is routine for
SDCERS to review deliverables. Depending on the
complexity, SDCERS may require less or more time.
Please see answer to question 172

Please see answer to question 12.

Please see answer to question 50.

Please see answer to question 44.



only assessed and recommended unless
separately authorized?

248

How are endpoints being managed today

Please see answer to question 24.




