1.0 Appendix E: SDCERS Current IT Environment

The following section will provide more information regarding the Current SDCERS IT
Environment.

1.1 Overview

The current IT environment is hybrid environment with an on-premises data center and
cloud services that supports the organization’s core operations and business functions by
providing essential services, applications, and infrastructure.

SDCERS IT environment mainly operates as an independent network and infrastructure,
but it does have some dependencies on the City of San Diego for some essential items:

a. Internet access, Network Connectivity and Network Management: City
provides access to and from the Internet and the City network. The SDCERS
network is not directly connected to the Internet. Therefore, SDCERS shares
usage of Network Operations Center (“NOC™).

b. Network Security: City provides various security services relating to keeping
overall network access secure.

c. DNS/DHCP/NTP: SDCERS hosts its own DNS Zones for sdcers.gov and
sdcers.org both externally and internally. SDCERS also runs its own DHCP
server for the internal network.

e. User Identity and Access Management: SDCERS has its own AD Forest.
SDCERS is linked to the City using Okta. This supports access to the City’s ERP
system and CityNET intranet website. SDCERS has its own Okta cloud service
for use with VPN and Microsoft 365 Tenant access.

f. ERP/HR: SDCERS uses the City’s ERP system for payroll, leave management,
training, etc. This system is based on software from SAP.

g. Voice: SDCERS uses the City’s Cisco Call Manager system for telephone
services, voicemail, analog fax, and voicemail to email capabilities.

h. Faxing: SDCERS relies on the City Fax cloud services for additional fax to
email capabilities.

1. Email: SDCERS has cloud-based email services using its own Microsoft 365
Tenant. SDCERS using on-premises synchronization software with the Microsoft
Entra ID in its 365 Tenant to support access to email and other Microsoft 365
Tenant services.

1.1.1 Datacenter
SDCERS has one data center located at SDCERS main building.
1.1.1.1 Physical Servers

We host an on-premises virtual server environment. SDCERS currently uses a single
cluster of 8 physical servers running VMWare to host virtual servers and clients. This
includes a combination of Windows and Linux servers.

Page 1
Exhibit B: Current IT Environment



1.1.2 Virtual Servers

SDCERS has about 110 virtual Windows and 8 Linux virtual machines. Virtual Windows
servers are using Windows Server 2022 or higher.

1.1.3 Storage

The main storage is a SAN consisting of redundant SAN switches and an SAN storage
array with only SSD storage. Backups are stored on a separate physical server with an
DLT Library also connected to the SAN. DLT Tapes are taken offsite and stored in a
secure vault service weekly.

1.1.4 Client Computers

All PCs are Windows 11 Enterprise version of the OS. SDCERS has about 160 desktops
and laptops.

1.1.5 Mobile Devices (Managed)

All employees and contractors have and use a mobile device for MFA purposes. These
are a combination of SDCERS and personal devices. All SDCERS devices are managed.
There are an estimated 50 managed devices. These devices primarily are running Apple
Mobile OS.

1.1.6 Cloud Services

Cloud Application

AWS Call Center Phone System
Azure Disaster Recovery and SIEM
Google Cloud  |Public Website

1.1.7 Network

The SDCERS network is subnetwork as part of the City of San Diego’s SANNET
network. SDCERS has deployed redundant connections using high speed Ethernet
metropolitan links via two separate providers to the City’s network. The SDCERS
internal network is separated from the City network via a redundant pair of firewalls.

The SDCERS internal network consists of 6 logical IP VLAN subnets. The internal core
network consists of switches and routers installed in SDCERS primary data center. All
on-premises servers reside in the datacenter also. The datacenter has redundant 10gbps
fiber links to the 8™ floor to support the main office containing client devices. This also
includes extending the main server and client VLANSs also from the data center to the
main offices. Boardroom computers and equipment connect to the network via direct
copper connections.

Besides the wired network, SDCERS also has a separate wireless network. The wireless
network does not provide direct connectivity to any SDCERS services. It has a separate
Internet connection and thus treated like any other external network for access to
SDCERS IT services.

1.1.8 Disaster Recovery
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SDCERS has a disaster recovery site hosted in a separate cloud managed by one of its
vendors. Key production servers are replicated in real-time to this separate site. Upon a
declared disaster, the site is activated and access is provided to a few critical employees.

1.1.9 Business Applications

The following items listed in the table below are the main business application systems

for SDCERS:

Business Application

Description

Board Meetings Management System

Managing board materials and voting software

Document Management System

Official repository for pension related documents

Financial System

Managing SDCERS expenses and financials

Pension Management System

Management of pension benefits and payments

1.1.10 Infrastructure Services

The following items listed in the table below are the main supporting infrastructure

services for SDCERS:

Services

Description

Active Directory

Provides identify management and security authorization to access
Windows based services

Certification Services

Provides internal certificates and management for services accessed
only within the SDCERS network

Data Backup Provides backup of servers and data

DNS/DHCP Provides name resolution and IP assignment for devices on the
SDCERS network.

Endpoint Provides endpoint and patching for desktops, laptops, servers, and

Management managed mobile devices

Email Services

Provides electronic mail services. Email services are hosted in the
cloud but there a some supporting servers still on premises.

File Services

Provides file shares to store documents.

File Transfer Services

Provides secure file transfer services.

Intranet Services

Provides a local web server to store and share documents.
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Management and
Monitoring

Various tools and servers that provide internal systems management,
and monitoring services.
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