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Section 1:  Introduction 
The San Diego City Employees’ Retirement System (“SDCERS”) invites proposals from 
experienced consulting companies interested in providing Infrastructure Assessment services 
in response to this Request for Proposal (“RFP”).  SDCERS is at a point in the lifecycle of its 
IT infrastructure where it faces significant modernization, lifecycle, resiliency, and 
technology investment decisions.  
 
SDCERS seeks an experienced independent consulting firm to assess its existing IT 
infrastructure, identify material risks and gaps, evaluate viable modernization alternatives, 
and develop a prioritized roadmap that supports current and future business and operational 
requirements. 
 
The selected vendor will be responsible for providing the services outlined in Appendix A, 
and includes project management, discovery, analysis, and all other necessary tools and 
services to deliver the scope. The vendor is expected to provide an independent analysis and 
recommendations and not presume to recommend any solution, product, or service that may 
have an existing relationship with the manufacture to avoid conflicts of interest. The result of 
this RFP is analysis and a roadmap. This RFP does not include implementation services, nor 
should the vendor presume, it will lead to any additional work implementing any of the 
recommendations provided.  
 

Section 2:  Background 
SDCERS is a tax-qualified, charter-created public retirement system for the employees of the 
City of San Diego (“City”), the San Diego Unified Port District ("Port"), and the San Diego 
County Regional Airport Authority (“Airport”).  Since 1927, SDCERS has provided 
retirement, disability, and death benefits to their participants, which include general, safety, 
and elected officer members.  The services provided by SDCERS are critical for its 
membership.  SDCERS has a record of being a reliable and trustworthy provider with no 
major interruptions of services. 

Currently, SDCERS manages a population of approximately 30,000 members.  Employees of 
the Port became members of SDCERS in 1963, and employees of the Airport became members 
in 2003. SDCERS is a contributory system; the contributions to fund the System are paid by 
the City, Port and Airport, and their respective employees.   

SDCERS is governed by a Board of Administration (“Board”) that consists of 13 people.  
The Board administers the defined benefit plans of public employees and their survivors 
under the City, Port and Airport plans. For more information about the organization, see 
SDCERS’ “About SDCERS” and the Annual Comprehensive Financial Report and other 
documents at www.sdcers.gov. 

http://www.sdcers.gov/


 

SDCERS averages fifty-five full-time employees across eight divisions, with an IT team 
consisting of employees and contractors.  The Information Technology Division is led by 
the Chief Information Officer but also has an IT Operations Program Manager, Application 
Services Program Manager and two other Information Systems Analysts. The IT Division is 
supported by various dedicated contractors and various other leveraged contractors through 
several different vendor contracts.  

Section 3:  RFP Point of Contact & Quiet Period 
A quiet period will be in effect from the date of issuance of this RFP until announcement 
of the selection of a vendor under an executed contract.  During the quiet period, 
respondents are not permitted to communicate with any SDCERS staff or Board Members 
regarding this RFP except through the Point of Contact named herein.  Respondents 
violating this quiet period may be disqualified at SDCERS’ discretion.  Respondents 
having current business with SDCERS must limit their communications to the subject of 
such business. 

SDCERS’ normal business hours of operations are from 9:00 a.m. to 4:00 p.m. Pacific 
Standard Time, Monday through Friday, except for federal, state and local holidays. 

The Point of Contact for all matters relating to this RFP is: 
Name:  Michelle Wegner-Maleki 
Title:  Chief Information Officer 
Address:  401 West A St., Suite 800, San Diego, CA 92101 
Email:  mwegner@sdcers.gov 

 
Section 4:  RFP Schedule 
The following timetable outlines the tentative schedule for this RFP process.  SDCERS 
reserves the right to modify this schedule at any time. 

Vendor Deliverables 
 RFP questions due by Wednesday, September 16th, 2026, by 5:00 PM Pacific 

Daylight Time 
- RFP Questions must be submitted via email by that date and time to Michelle 

Wegner-Maleki, Chief Information Officer mwegner@sdcers.gov. 
- Responses to questions will be published on the SDCERS’ website and emailed to 

all vendors that submitted questions by Wednesday, September 18th, 2026, by 5pm. 

- SDCERS reserves the right to decline to answer any question that may disclose 
confidential, sensitive, or security-related information or otherwise pose a risk to 
the organization 

mailto:mwegner@sdcers.gov
mailto:mwegner@sdcers.gov


 

 Intent to Respond due by Wednesday, September 16th, 2026, by 5:00 PM Pacific 
Daylight Time  
- If your company chooses to respond to this RFP, submit the “Intent to Respond” 

via email to Michelle Wegner-Maleki by that date and time.  Failure to submit 
your Intent to Respond will not disqualify your company from submitting a 
response to this RFP although you will not be included in any updates to the RFP.   

 Proposal Submissions due by Wednesday, September 30th, 2026, by 5:00 PM 
Pacific Daylight Time 
Vendors who wish to be considered must submit their proposals via email to Michelle 
Wegner-Maleki by that date and time.  Specific instructions for the proposal 
submissions are contained in Section 10 (Contents of Proposal). 

Deliverable Date Time 
Release of RFP September 9, 2026 5:00 PM PDT 

Vendors’ submission of RFP Questions September 16, 2026 5:00 PM PDT 

Intent to Respond September 16, 2026 5:00 PM PDT 

SDCERS’ Response to Vendor Questions September 21, 2026 5:00 PM PDT 

RFP Submission Deadline September 30, 2026 5:00 PM PDT 

Finalist Notified October 9, 2026 5:00 PM PDT 

Presentations by Finalists  October 16, 2026 TBD 

Intent to Award Notification to Selected 
Vendor 

October 20, 2026 5:00 PM PDT 

Contract Negotiations  
October 20, 2026 – 
October 23, 2026 TBD 

Board Approval November 13, 2026 TBD 

Official Award November 16 – 20, 2026  

Assessment Kickoff December 1, 2026 TBD 

 
Section 5:  Response to Request for Proposal 
Proposals must be submitted to the Point of Contact identified in Section 3 (RFP Point of 
Contact & Quiet Period) and delivered by the due date and time stated in Section 4 (RFP 
Schedule). 

SDCERS will accept electronic submissions only.  Paper submissions will not be accepted.  
Electronic submissions must be submitted in Adobe Acrobat PDF format.  SDCERS has a 
strict email security policy and will not allow attachments other than PDF.  If you have 
other formatted attachments, your submission may not be received, therefore eliminating 
your company from consideration. 



 

Submissions made via any other digital format including USB flash drive will not be 
accepted and the proposal will not be reviewed. 
 

Section 6:  Errors and Omissions 
If you discover an ambiguity, conflict, discrepancy, omission or other error in this RFP, 
immediately notify the Point of Contact identified in Section 3 (RFP Point of Contact) and 
request clarification or modification of the document. 

If deemed necessary, SDCERS may modify this RFP.  Notice of any modification will be 
given via email to companies who have furnished a proposal or Notice of Intent to propose. 

If a vendor fails to notify SDCERS of a known error or an error that reasonably should have 
been known before the final filing date for submission, the vendor assumes the risk.  If 
awarded the contract, the vendor will not be entitled to additional compensation or time by 
reason of the error or its late correction. 

 
Section 7:  General Conditions 
All terms, conditions, requirements, and procedures included in this RFP must be met for a 
proposal to qualify.  A proposal that fails to meet any material terms, conditions, 
requirements, or procedure of this RFP may be disqualified.  SDCERS reserves the right to 
waive or permit cure of non-material errors or omissions.  SDCERS reserves the right to 
modify, amend, or cancel the terms of this RFP at any time. 

A respondent’s proposal shall constitute an irrevocable offer for the 120 days following the 
deadline for submission of proposals.  Reference to a specified number of days in this RFP 
shall refer to business days unless otherwise specified. 

All proposals submitted in response to this RFP will become the exclusive property of 
SDCERS.  Proposals will not be returned to respondents. 

By submitting a proposal, the respondent acknowledges that it has read this RFP, understands 
it, and agrees to be bound by its requirements unless clearly and specifically notes in the 
proposal submitted. 
 
Section 8:  Vendor Requirements 

The vendor selected for this engagement will be expected to meet requirements that 
include, but are not limited to the following: 

1. Vendor must have all necessary permits and licenses to perform the requested 
services and must be bonded where applicable. 

2. SDCERS staff have a hybrid work environment, working remotely three days a 



 

week.  The vendor may work remotely on this project and identify if any onsite 
work is required five days in advance so SDCERS may be able to have necessary 
staff present.  Vendor is required to price in all travel expenses for onsite work. 
For remote work, Vendor must schedule all meetings during SDCERS business 
hours and provide a remote meeting tool (GOTO, Teams, WebEx, and Zoom are 
acceptable options).   

3. Vendor must provide their personnel with equipment, tools, materials, 
transportation, and supervision necessary to perform all services, tasks and 
functions as requested in this RFP. 

4. Vendor must be located in the U.S and only use employees within the continental 
U.S.  Any SDCERS documents or information must stay within continental US. 

5. Vendor must have all personnel on the project sign SDCERS’ Third-Party Vendor 
Confidentiality and Non-Disclosure Agreement (Appendix B) and SDCERS’ 
Internal Information Technology Policies and Procedures (Appendix C) and be 
authorized by SDCERS prior to performing any work on this project after official 
award of the contract.  

6. Vendor must not have or potentially have, a material conflict of interest, which 
includes, but not limited to: SDCERS’ Trustees, staff, actuary, auditor or 
consultants. 

7. Vendors must cover all costs associated with the preparation of this response, or 
attending interviews.  SDCERS will not be responsible for reimbursing any 
expenses incurred in responding to this RFP. 

8. Vendor must secure and maintain the following insurances throughout the 
Agreement: Worker's Compensation in the amount required by law; General 
Liability and automobile liability insurance (if driving for SDCERS) in the 
amount of at least one million dollars; errors and omissions insurance in an 
amount of at least $2 million dollars; and Cyber Insurance/Data Breach Insurance 
covering privacy liability, regulatory action, and breach response expenses of at 
least one million dollars. Vendor must name SDCERS as an “additional insured” 
on the Cyber Insurance/Data Breach insurance without any deductible.  Vendor 
must acknowledge in their RFP response that they will provide such items within 
20 business days of notifying Intent to Award notification.  Official award will 
not be granted until these are provided. Failure to provide such items in the 
required timeframe may be grounds for disqualified at the discretion of SDCERS.  

 
 
 



 

Section 9:  Minimum Qualifications Criteria 
The minimum qualifications criteria for this engagement include: 

1. Firm Experience. The Proposer must have at least five (5) years of experience 
providing IT infrastructure consulting, assessment, architecture, modernization 
planning, or similar advisory services. 

2. Comparable Infrastructure Assessments. The Proposer must have successfully 
completed at least three (3) enterprise IT infrastructure assessment or modernization-
planning engagements within the past five (5) years that are comparable in scope or 
complexity to the services described in this RFP. 

3. Public-Sector or Regulated Environment Experience. The Proposer must demonstrate 
experience performing IT infrastructure consulting or assessment services for at least 
one governmental, public-sector, financial-services, retirement/pension, or similarly 
regulated organization. 

4. Qualified Assessment Team. The Proposer must identify a qualified engagement lead 
and project team with demonstrated experience sufficient to assess the infrastructure 
domains included within the Scope of Services, including compute, storage, 
networking, identity, Microsoft/cloud services, cybersecurity, the infrastructure 
architecture, and other infrastructure services. 

5. Strategic Assessment Capability. The Proposer must demonstrate experience producing 
current-state assessments, gap/risk analyses, modernization recommendations, and 
multi-year technology roadmaps, rather than solely providing infrastructure 
implementation or managed services.  

6. The Proposer must provide at least three (3) client references for comparable IT 
infrastructure assessment or modernization-planning engagements completed within 
the past five (5) years. 
 

Section 10:  Contents of Proposal 
Proposals must include the following information requested in this section.  Include the 
following sections listed below in your proposal and make sure to number and label them as 
they appear here. Proposals missing any items requested in this section may be deemed as 
“non-responsive”.  SDCERS, at its sole discretion, reserves the right to offer a short 
correction period upon official notice, and if the item is not corrected to SDCERS 
satisfaction during the listed deadline, will be deemed as disqualified and eliminated from 
further consideration.  

 



 

Proposal must include the following sections: 

1. Executive Summary  

An executive summary that provides the respondents’ background, experience, 
and other qualifications to provide the services included in Appendix A (Scope of 
Services).  Section should be brief and limited to five pages or less.  

2. Statement of Qualifications  

A summary of how your company meets the criteria outlined in this RFP 
including items in Section 9 (Minimum Qualifications Criteria).  The Statement of 
Qualifications should demonstrate that your company has industry knowledge and 
possesses the qualifications to provide the services requested as outlined in 
Appendix A (Scope of Services).  

3. Organizational Information  

A summary of your organization including information such as year incorporated, 
ownership structure, office locations, number of employees, annual revenues, etc. 
Any use of subcontractors and the associated relationships should be detailed 
here.  Any access granted to a subcontractor must first have approval from 
SDCERS.  

4. Key Personnel  

Identify the key personnel who will be assigned to this project, with a brief 
description of their relevant qualifications, skills, experience, and certifications.  

5. References  

Provide at least three (3) references for which the respondent has provided 
services like those included in Appendix A (Scope of Services). Include for each 
reference the individual Point of Contact, a summary of the work performed, and 
when the respondent provided the service.  Details of minimum requirements are 
noted in this RFP in Section 9. 

6. Approach/Methodology  

Describe the Proposer’s proposed approach and methodology for successfully performing 
the services and delivering the outcomes described in Appendix A (Scope of Services). 
 
The response should provide sufficient detail for SDCERS to understand how the 
Proposer intends to organize, manage, and execute the engagement, including the 
proposed project phases or workstreams, major activities, methodology or assessment 
frameworks, project schedule and milestones, staffing approach, stakeholder engagement, 
quality assurance and validation processes, and coordination with SDCERS. 
 
Identify any assumptions, dependencies, information requests, SDCERS resource 
requirements, proposed discovery or assessment tools, and other conditions that may 



 

affect the Proposer’s ability to successfully complete the engagement. 
 
Provide a proposed project plan or work breakdown structure showing the anticipated 
sequence and timing of major activities and deliverables. The proposed approach must 
address the full Scope of Services and all required deliverables identified in Appendix A.  
 
Sample Deliverables: If available, provide one redacted samples of key deliverables from 
comparable infrastructure assessment engagements that demonstrate the quality, level of 
detail, and presentation of the Proposer’s work. Examples may include assessment 
reports, executive summaries, findings and recommendations, or strategic modernization 
roadmaps. Samples may be redacted as necessary to protect confidential or proprietary 
information. Sample deliverables are intended to assist SDCERS in evaluating the 
Proposer’s approach and capabilities and are not a mandatory requirement. 

If the Proposer believes additional activities or services not specifically identified in 
Appendix A are necessary to successfully achieve the stated objectives, those activities 
should be clearly identified and explained. If there are services that are NOT 
described in the Scope of Services in this RFP but are required for the 
successful completion of the services, those services should be sufficiently 
described in your proposal in #10 below.  

 
7. Cost of Proposal  

Provide a pricing proposal that is milestone based on your methodology/plan and 
is fixed price per milestone. Include a 20% withhold amount on all milestone 
payments that are payable upon final acceptance.  Milestone payments must be 
based on signoff by SDCERS of official acceptance.  Signoff will be conducted 
by signature by the designated SDCERS project owner. All milestones should 
align with effort and costs incurred to create a situation where payments do not 
exceed services delivered and accepted.  All pricing proposals will be considered 
“best and final,” although SDCERS reserves the right to negotiate on pricing and 
a means for determining the Vendor to award a contract.  

8. Conflicts of Interest  

Provide an explanation of all actual or potential conflicts of interest (if any) the 
respondent may have in contracting with SDCERS and the recommendation of 
any solutions as part of the proposed roadmap. Please include any reseller, 
referral, implementation, partnership, incentive, commission, or other material 
financial relationship with hardware manufacturers, software publishers, cloud 
providers, managed-service providers, or other vendors whose products or 
services could reasonably be evaluated or recommended during the engagement. 

 

 



 

9. Litigation  

A description of all past, pending, or threatened litigation, including malpractice 
claims, administrative, state ethics, disciplinary proceedings, and other claims 
against respondent and/or any of the individuals proposed to provide services to 
SDCERS within the last five years. Failure to disclose this information in your 
proposal will not only be grounds for disqualification but could be used by 
SDCERS to cancel any contract after award, require the vendor to return all funds 
paid under this agreement, and pursue payment of damages even if that failure to 
disclose is not proven to be intentional but of a serious nature.  

10. Additions and Exceptions  

Include any additional information you deem pertinent and relevant to 
adequately respond to this RFP. If there are additional services that are required 
to complete the desired outcomes that are not clearly defined in this RFP, 
describe them to explain why your proposal may be more costly than other 
proposals and why those services are required. 

Failure to disclose any exceptions in this section SDCERS will assume vendor 
is agreeing to provide all items contained in this RFP and will be subject to 
delivery if awarded this agreement. Exceptions not made in your proposal are 
not subject to change at the request of the Vendor during contract negotiations 
if Vendor is selected as the finalist. For exceptions taken but Vendor cannot 
negotiate an acceptable alternative as determined by SDCERS during this 
process then that is grounds for elimination by SDCERS.  Please review 
Appendix C, D, and E carefully and note any exceptions/additions in this 
section.  

Indicate any exceptions to the items in this RFP that your company is unable to 
meet or willing to accept.  Reference the RFP Section and the exact text you are 
taking an exception to in your proposal. Please number each exception and state 
the reason for the exception and you may also suggest alternative text or terms 
your organization would be willing to accept that can be considered by 
SDCERS Evaluation team.  These alternatives need not to be binding but 
failure to reach agreement on any items deemed significant by SDCERS can be 
grounds for elimination.  

 
 
 
 
 
 



 

Section 11:  Evaluation Criteria 
All submissions received by the deadline noted in section 4 (RFP Schedule) will be 
reviewed and evaluated by the review team.  Proposals reviewed will be evaluated based 
on the following review process: 

1. Initial screening 

a. Any vendor not meeting the minimum requirements listed in this 
Request for Proposal, Section 9, may be eliminated from further 
review. 

b. Any vendor that did not follow the requested structure of submission 
defined in Contents of Proposal, section 10, may be eliminated from 
further review. 

2. Proposals reviewed by the evaluation team will be evaluated based on the 
following criteria and rating: 

RFP Reference Rating/Score 
 Weighted 
Percentage Max Points 

Total Business Profile and Experience Sum/5 35% 3.5 
       Section 1 - Executive Summary 0-10   

       Section 2 - Statement of Qualifications 0-10   
       Section 3 - Organizational Information 0-10   
       Section 4 - Key Personnel 0-10   

       Section 5 – References 0-10   
Proposed Approach and Methodology Sum/1 30% 3.0 
       Section 6 - Approach/Methodology 0-10   

Total Cost Sum/1 25% 2.5 
       Section 7 - Cost of Proposal 0-10   
Total Risk Sum/3 10% 1.0 
       Section 8 - Conflicts of Interest 0-10   

       Section 9 – Litigation 0-10   
       Section 10 - Additions and Exceptions 0-10   
Grand Total  100% Max 10 points 
Note: Each section will be scored from 0 to 10 (with 0 being unacceptable and 10 being perfect). 
The sections for each category will be added up and divided by the total number of sections to get 
an average unweighted score per category. Finally, the weighting percentages for each category 
will be applied and then added together to achieve a grand total amount of weighted points total 
for each proposal. That will be used to rank the proposals and for the purpose of determining the 
winning proposal. 
 

3. SDCERS may invite the top vendors who score with a close margin to present 
to the evaluating team.  Presentations will be conducted virtually and do not 
require onsite presences.   Delivery of the presentation should include the 



 

project team listed within the proposal. 
Following finalist presentations, evaluators may revise their preliminary 
scores for any applicable evaluation criterion based upon information 
presented or clarified during the presentation. Revised scores will constitute 
each evaluator's final scores to determine contract award.  
 

4. At the conclusion of the evaluation period, SDCERS’ Point of Contact will 
notify the finalist of the Intent to Award.  This selection is not binding until it 
has been approved by the SDCERS Board of Administration, and the parties 
have executed a written contract.  Additionally, at the notification of Intent to 
Award, the vendor will have 20 days to provide the proof of insurance 
referenced in Section 8, item #8.  If proof of insurance is not provided within 
the noted timeframe, this could result in elimination. 

 
5. SDCERS wishes to initiate the project as soon after Board approval as 

possible but no later than December 1, 2026. Additionally, SDCERS wishes to 
conclude this project no later than March 26, 2027. That means all 
deliverables have been delivered and accepted by SDCERS.  
 

Section 12: Non-Discrimination Requirement  
By submitting a proposal, the respondent represents that it and its subsidiaries do not and 
will not discriminate against any employee or applicant for employment on the basis of 
race, religion, color, national origin, ethnic group identification, mental disability, physical 
disability, medical condition, genetic information, marital status, ancestry, sex, gender, 
sexual orientation, gender identity, gender expression, age, or military and veteran status.  

 
Section 13: Notice Regarding the California Public Records Act 
and the Brown Act  
The proposal you submit in response to this RFP will be subject to the California Public 
Records Act (Cal. Gov. Code §6250 et. seq., the “Act”). The Act provides that all records 
relating to a public agency's business are open to public inspection and copying, unless an 
exception applies. Your firm’s proposal may appear in a publicly posted agenda packet for 
a public meeting in accordance with the Ralph M. Brown Act (Cal. Gov. Code §54950 et 
seq.). If it is included in the agenda packet, your firm’s proposal will not be exempt from 
public disclosure.  Also, whether or not you are selected, if a request is made pursuant to 
the Act for materials you have submitted, SDCERS will produce all materials provided in 
response to this RFP.  Accordingly, do not provide confidential or proprietary information 
in response to the RFP 



 

Section 14: Contract Negotiations 
SDCERS will propose a contract to the successful respondent based on the template in 
Appendix D.  The contract which will contain such terms as SDCERS, in its sole 
discretion, may require.  In addition, the selected vendor will agree that this RFP and the 
vendor’s proposal will be incorporated by reference into any resulting contract.  

This RFP is not an offer to contract.  Acceptance of a proposal commits SDCERS to award 
a contract to any respondent, nor does it limit SDCERS’ right to negotiate the terms of a 
contract in SDCERS’ best interest, including the addition of terms not mentioned in this 
RFP. The final contract must, among other terms and conditions required by SDCERS, 
allow SDCERS to terminate the contract a) for SDCERS’ convenience, b) if funds are not 
appropriated for the services to be provided, or c) for default.  

The general form of the contract SDCERS intends to use is included as Appendix D 
(SDCERS Services Agreement).  SDCERS reserves the right to make changes to the 
contract prior to execution, including material changes.  The final Scope of Services to be 
included in the contract will be determined at the conclusion of the RFP process.  

By submitting a proposal without comment on the SDCERS Services Agreement in your 
“Additions and Exceptions” section, respondent will be deemed to have agreed to each 
term in the SDCERS Services Agreement, and to not seek any modifications to it.  If 
respondent objects to any term in the SDCERS Services Agreement or wishes to modify or 
add terms to the SDCERS Services Agreement, the proposal must identify each objection 
and propose language for each modification and additional term sought.  A rationale 
should be included for each objection, modification, or addition.  

 
 
Section 15: Reservations by SDCERS 
In addition to the other provisions of this RFP, SDCERS reserves the right to:  

1. Cancel or modify this RFP, in whole or in part, at any time.  

2. Make such investigation as it deems necessary to determine the respondent’s ability 
to furnish the required services and the respondent agrees to furnish all such 
information for this purpose as SDCERS may request. 

3. Reject the proposal of any respondent who is not currently able to perform the 
contract, or who has previously failed to perform similar contracts properly, or in a 
timely manner, or for any other reason in SDCERS’ sole discretion. 

4. Waive irregularities, to negotiate in any manner necessary to best serve the public 
interest, and to make a whole award, multiple awards, a partial award, or no award. 



 

5. Award a contract, if at all, to the vendor which will provide the best match to the 
requirements of the RFP and the service needs of SDCERS in SDCERS’ sole 
discretion, which may not be the proposal offering the lowest fees. 

6. Request additional documentation or information from respondents, which may 
vary by respondent. SDCERS may ask questions of any respondent to seek 
clarification of a proposal or to ensure the respondent understands the scope of the 
work or other terms of the RFP.  

7. Reject any or all proposal submitted in response to this RFP. 

8. Choose not to enter into an agreement with any of the respondents to this RFP.  

9. Consider information about a respondent other than, and in addition to, that 
submitted by the respondent.  

10. SDCERS’ selection of a vendor is not binding until it has been approved by the 
SDCERS Board of Administration. 
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SDCERS Infrastructure Assessment 
Appendix A: Scope of Services  

1. Introduction and Current Environment Overview 
The San Diego City Employees' Retirement System (SDCERS) provides retirement, disability, and survivor 
benefit administration for three participating public agencies in the San Diego region. SDCERS relies on a 
secure, reliable, and highly available information technology infrastructure to support its business operations, 
pension administration systems, financial activities, communications, and services provided to members and 
participating agencies. 

SDCERS operates independently from the City of San Diego with respect to the administration and governance 
of the retirement system and maintains its own information technology environment. However, SDCERS 
employees are employees of the City of San Diego, creating certain operational dependencies on City-
provided enterprise services, including human resources and related employee services. For purposes of this 
Scope of Services, subsequent references to the “City” mean the City of San Diego. 

SDCERS operates a relatively small but technically diverse enterprise IT environment supporting 
approximately 60 staff members and a combination of internally hosted, cloud-based, City-provided and 
third-party technology services. The current environment utilizes a hybrid architecture consisting of SDCERS-
managed on-premises infrastructure, Microsoft cloud services, Software-as-a-Service (SaaS) solutions, and 
shared technology services provided by the City of San Diego. 

1.1 Relationship to the City of San Diego Network (“City”) 
The SDCERS network operates as a distinct network environment within the larger City of San Diego network 
ecosystem. SDCERS maintains redundant network connections to the City network but is logically separated 
and protected by SDCERS owned firewall infrastructure. 

The City currently provides several shared enterprise services utilized by SDCERS. These include Internet 
connectivity and associated perimeter security services, Voice over IP (VoIP) telephone services, and 
enterprise ERP and Human Resources systems. SDCERS therefore maintains technology and operational 
dependencies on City infrastructure while independently managing much of its internal IT environment. 

SDCERS maintains fewer than a dozen publicly accessible IT services that are exposed to the Internet. Internet 
traffic to these services traverses the City's Internet and security infrastructure before reaching the SDCERS 
network through the respective network security boundaries. The relationship between SDCERS-managed 
infrastructure and City-provided network and security services is an important consideration in evaluating the 
resiliency, security, architecture, supportability, and future direction of the SDCERS environment. 

SDCERS has also established greater independence for several core technology services. SDCERS maintains 
its own Microsoft 365 Tenant, including email and related Microsoft cloud services, as well as its own Active 
Directory environment and external/internal DNS and DHCP services. These services are administered 
independently from the corresponding City enterprise environments and hosted in SDCERS’ own on-premises 
datacenter.  
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1.2 SDCERS-Managed Infrastructure 
The SDCERS-managed on-premises environment includes enterprise server virtualization, storage, 
networking, firewall and security infrastructure, backup and recovery systems, database platforms, 
application infrastructure, and supporting data center technologies. Microsoft Active Directory and Microsoft 
Entra ID serve as core components of the SDCERS identity and access architecture.  

SDCERS also utilizes Microsoft 365 Government Community Cloud (GCC) for cloud-based productivity, 
collaboration, messaging, identity, endpoint management, and related services. SDCERS also utilizes an 
AWS-hosted cloud contact center solution (Amazon Connect) that serves as a primary communication 
channel for supporting more than 27,000 members. SDCERS' public website is hosted by a third-party service 
provider utilizing Google Cloud. 

In the last four years, SDCERS has made significant investments in infrastructure modernization and 
cybersecurity, including modernization and separation of its Microsoft identity environment, migration to a 
separate Microsoft 365 tenant, operating system and database platform upgrades, network and security 
improvements, migration or modernization of various infrastructure services, and upgrades to data center 
support systems, including environmental controls, and backup power.  

As a result, the current environment represents a mixture of recently modernized technologies, established 
on-premises platforms, cloud services, City-provided services, and systems that may require additional 
modernization or replacement during the coming years. Over the next 1 to 3 years, SDCERS is facing additional 
requirements to modernize additional infrastructure components and move toward a zero-trust security 
model and network design. These initiatives are expected to require significant organizational effort and 
investment. 

1.3 Purpose of the Assessment 
SDCERS is seeking an independent assessment of its current IT infrastructure to establish a roadmap to meet 
its future business and technology requirements. SDCERS is currently at a key point for major refreshes of its 
network, server, and storage infrastructure and needs to make key technology decisions in the next one to 
three years. 

The primary outcome of this engagement will be an objective assessment of SDCERS' current infrastructure 
and a prioritized five-year infrastructure modernization roadmap that provides SDCERS leadership with a 
practical basis for future technology, architecture, budget, procurement, and resource planning decisions. 

The assessment should include any identified infrastructure risks, operational and external dependencies, 
and opportunities for consolidation and modernization. The assessment should consider both the 
infrastructure directly managed by SDCERS and material dependencies on City-provided and third-party 
services when evaluating the overall architecture and recommending future-state solutions. 

SDCERS is not presupposing a particular future-state architecture as part of this engagement. The selected 
consultant is expected to independently evaluate available alternatives and recommend the most appropriate 
strategy for individual infrastructure capabilities and workloads. Recommendations may include continued 
investment in or modernization of on-premises infrastructure, migration to cloud or SaaS services, adoption of 
hybrid solutions, changes to existing shared-service dependencies, consolidation or replacement of existing 
technologies, or retirement of technologies that no longer provide sufficient business value. 
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2. Engagement Objectives 
• Perform an independent, comprehensive assessment of SDCERS' current IT infrastructure, architecture, 

lifecycle position, resiliency, security, and ability to support current and future business requirements. 
• Establish a documented current-state baseline that SDCERS can maintain after the engagement. 
• Identify infrastructure risks, gaps, technical debt, lifecycle concerns, capacity constraints, single points of 

failure, and opportunities for modernization or consolidation. 
• Evaluate whether major infrastructure capabilities appropriately support current and anticipated business 

needs considering business value, financial resources, direct risk, and indirect risk. 
• Develop objective recommendations that may include retaining or upgrading on-premises solutions, 

adopting cloud or SaaS services, implementing hybrid architectures, consolidating technologies, or 
retiring/replacing components. 

• Produce a prioritized five-year infrastructure modernization roadmap aligned with organizational priorities, 
risk, budget, staffing, dependencies, and implementation readiness. 

3. Guiding Principles 
• Technology neutral: The assessment shall not presume that migration to public cloud is the preferred 

outcome. 
• Independent and evidence based: Recommendations shall be supported by documented findings, risks, 

costs, dependencies, and business requirements. 
• Actionable: Findings shall be prioritized and translated into specific initiatives and decision points. 
• Government appropriate: Recommendations shall consider public-sector security, compliance, 

procurement, records, data ownership, and operational constraints. 
• Open and transferable: Assessment data, diagrams, inventories, working papers, and final deliverables 

shall be provided to SDCERS in commonly usable, non-proprietary formats. 

4. Current-State Discovery and Baseline 
The selected vendor shall confirm their understanding of the existing environment, including available 
inventories, configurations, architecture, dependencies, lifecycle status, operational baselines, and known 
constraints.  

4.1 Compute and Server Infrastructure 
• Physical and virtual server platforms, hypervisors, operating systems, clustering and high-availability 

configurations. 
• Capacity, utilization, performance, support status, warranty/lifecycle position, and upgrade requirements. 
• High-level review of server and compute functions, business criticality, infrastructure resiliency and 

redundancy, and identification of significant infrastructure single points of failure. 

4.2 Storage and Data Infrastructure 
• Enterprise storage platforms, capacity, utilization, performance, growth, replication, resiliency, and 

lifecycle. 
• File services and major data storage dependencies relevant to infrastructure planning. 
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4.3 Network and Connectivity 
• LAN/WAN architecture, switching, routing, internet connectivity, remote access, segmentation, 

DNS/DHCP, and network resiliency. 
• Network capacity, performance, redundancy, lifecycle, supportability, and dependency risks. 

4.4 Identity and Access Infrastructure 
• Active Directory, Microsoft Entra ID, authentication, privileged access dependencies, directory 

integrations, and identity-related infrastructure architecture. 
• Alignment of identity services with current and future on-premises, cloud, and hybrid requirements. 

4.5 Microsoft 365 and Cloud Services 
• Existing Microsoft 365, Azure, AWS, SaaS, and other cloud infrastructure services and their integration 

with the on-premises environment. 
• Current cloud governance, connectivity, identity, security, resiliency, licensing, and operational 

considerations. 

4.6 Backup, Recovery and Disaster Recovery 
• Backup architecture, retention, recovery capabilities, off-site/cloud protection, recovery testing, and 

infrastructure dependencies. 
• Ability to meet documented or recommended recovery time and recovery point objectives for critical 

services. 

4.7 Network Security Architecture 
• High-level review of Firewalls, segmentation, endpoint/server security dependencies, identity controls, 

remote access, logging/monitoring, vulnerability management, and infrastructure hardening. 
• Infrastructure-level alignment with applicable SDCERS security requirements and relevant 

government/NIST practices. 
• Assess the current infrastructure architecture against Zero Trust principles and recommend infrastructure 

changes, dependencies, and investments necessary to support SDCERS' progression toward a Zero Trust 
architecture in our current and future infrastructure. 

4.8 Monitoring, Management and Automation 
• Infrastructure monitoring, alerting, configuration management, patching, asset discovery, administrative 

tools, automation, and operational visibility. 
• Tool overlap, gaps, integration opportunities, and opportunities to reduce manual effort. 

4.9 Data Center / Facilities Dependencies 
• Data center or equipment-room dependencies including power, environmental controls, physical 

resiliency, connectivity, and facilities-related risks to infrastructure availability. 

4.10 Infrastructure Documentation and Configuration Baseline 
• Review completeness and currency of architecture diagrams, inventories, configurations, dependencies, 

procedures, and support documentation. 
• Identify documentation required to create a maintainable 'living baseline' for SDCERS. 
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4.11 City-Provided and Shared Service Dependencies 
• Assess infrastructure and operational dependencies on technology services provided by the City of San 

Diego, including network connectivity, internet access, perimeter security, telecommunications, and 
enterprise applications where they materially affect the SDCERS infrastructure architecture. 

• Evaluate the resiliency, security, supportability, operational impact, and risks associated with these 
dependencies. 

• Identify opportunities or risks associated with retaining, modifying, replacing, or further separating shared 
infrastructure services. 

• Recommendations shall consider cost, security, operational responsibility, service availability, 
organizational capacity, and business value rather than presume that greater independence or continued 
shared services is the preferred outcome. 

4.12 Application and Workload Infrastructure Dependencies: 
• Identify major business applications and workloads sufficiently to understand their infrastructure 

requirements, hosting architecture, integrations, dependencies, availability requirements, and 
constraints. This activity is intended to support infrastructure recommendations and is not intended to 
constitute a detailed application functional or code assessment. 

5. Operational and Organizational Assessment 
• High-level review of infrastructure support responsibilities, staffing dependencies, vendor/managed-

service dependencies, escalation paths, and key-person risks. 
• Assess infrastructure lifecycle management, capacity planning, change/configuration practices, patching, 

monitoring, incident support, backup/recovery administration, and documentation practices. 
• Identify operational processes that create material availability, security, supportability, or continuity risk. 
• Evaluate whether current tools and support models are appropriate for the size and complexity of the 

SDCERS environment. 

6. Business and Operational Context 
• Obtain sufficient business and operational context from designated SDCERS staff, as necessary, to 

support the infrastructure assessment and recommendations. 
• Identify known operational issues, critical services, planned initiatives, and technology requirements that 

may influence infrastructure needs or priorities. 

Consider relevant operational, financial, security, compliance, and organizational constraints when 
developing findings and recommendations. 

7. Infrastructure Fitness, Risk and Gap Analysis 
The consultant shall assess each major infrastructure capability and identify/prioritize gaps. The analysis 
should consider, at minimum: 

• Business value and criticality. 
• Financial sustainability and expected lifecycle costs over the next 10 years (5 years after roadmap). 
• Direct risks such as availability, security, compliance, performance, capacity, and obsolescence. 
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• Indirect risks such as staffing dependency, vendor dependency, complexity, supportability, and technical 
debt. 

• Architecture alignment and integration dependencies. 
• Current maturity versus an appropriate target state. 
• Severity, likelihood, business impact, remediation urgency, and recommended disposition. 

8. Modernization and Strategic Options Analysis 
For material findings and major infrastructure capabilities, the consultant shall identify viable alternatives and 
recommend a disposition. A framework such as Tolerate, Invest, Migrate, or Eliminate (TIME), or an equivalent 
clearly explained methodology, may be used. 

• Retain/tolerate the existing capability for a defined period. 
• Invest/modernize or upgrade the existing on-premises capability. 
• Migrate to cloud infrastructure, platform services, or SaaS where justified. 
• Adopt a hybrid architecture. 
• Consolidate, replace, or eliminate redundant or obsolete technologies. 
• Improve resiliency, security, automation, manageability, or operational support without changing the 

hosting model. 

9. Cloud and Hybrid Suitability Assessment 
The consultant shall identify workloads or infrastructure services that may benefit from cloud, SaaS, or hybrid 
delivery and those that should remain on premises. 

• Business and technical suitability. 
• Security, compliance, privacy, and data residency considerations. 
• Application and infrastructure dependencies. 
• Availability, resiliency, backup and disaster recovery implications. 
• Connectivity and identity requirements. 
• Operational support and staffing impacts. 
• Licensing and vendor implications. 
• Migration complexity, sequencing, and risk. 
• Comparative cost and total cost of ownership where sufficient data is available. 
• Potential vendor lock-in and exit/portability considerations. 

10. Financial and Lifecycle Analysis 
• Identify near-term and multi-year lifecycle investments required to maintain the current environment for 

the next 5 to 10 years. 
• Estimate order-of-magnitude costs for major recommended initiatives, including implementation and 

recurring operating costs. 
• Compare relevant alternatives using total-cost-of-ownership considerations rather than acquisition cost 

alone. 
• Identify opportunities for cost avoidance, consolidation, license optimization, support reduction, or 

retirement of obsolete technologies. 
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• Clearly state assumptions, exclusions, and confidence levels for financial estimates. 
• For material modernization recommendations, the consultant shall compare the estimated cost of the 

recommended future-state approach against a baseline scenario representing the cost of maintaining, 
refreshing, licensing, supporting, and operating the existing environment over the analysis period. 

11. Prioritization and Multi-Year Roadmap 
The consultant shall develop a prioritized up to five-year roadmap that: 

• Groups recommendations into logical initiatives or projects. 
• Identifies priority, business value, risk reduction, estimated cost range, complexity, dependencies, and 

sequencing. 
• Separates immediate remediation items from strategic modernization initiatives. 
• Identify prerequisite decisions, procurements, staffing needs, or organizational changes. 
• Provides recommended timing by year and, by phase. 
• Identify quick wins and initiatives that can be deferred without creating unacceptable risk. 
• Provide enough information for SDCERS to use the roadmap in budget and project planning. 
• Identify the anticipated implementation effort, resource requirements, and specialized expertise required 

for major roadmap initiatives. 
• Assess whether major initiatives can reasonably be implemented and supported using existing SDCERS 

resources or are likely to require external professional services, managed services, additional staffing, or 
other resources. 

12. Required Deliverables 

12.1 Project Work Plan 
Detailed methodology, schedule, milestones, information requests, dependencies, and project governance. 

12.2 Current-State Infrastructure Baseline 
Provide high-level documentation on configuration baseline, major dependencies, architecture diagrams, and 
supporting documentation that were reviewed as part of the baseline. 

12.3 Findings and Gap Register 
Prioritized findings with risk/impact, evidence, affected services, recommended action, urgency, and 
disposition. 

12.4 Infrastructure Assessment Report 
Detailed report documenting current state, fitness, risks, gaps, operational observations, modernization 
alternatives, and recommendations.  

12.5 Executive Summary 
Concise executive-level summary of major findings, risks, decisions, recommendations, and investment 
priorities. 

12.6 Multi-Year Modernization Roadmap 
Prioritized initiatives, sequencing, dependencies, cost ranges, risk reduction, and recommended timing. 
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12.7 Proposed future infrastructure state. 
This should contain architecture diagrams and supporting documentation in editable/open formats. If this 
migration is to take place over server year, please provide year by year change.  

12.8 Cloud/Hybrid Suitability Analysis 
Workload/service-level recommendations identifying appropriate on-premises, cloud, SaaS, or hybrid 
disposition and supporting rationale. 

12.9 Financial Analysis 
Financial analysis for major alternatives and recommended investments, with assumptions documented that 
compares a baseline for maintaining the existing infrastructure vs implementation of these proposed 
investments/changes. 

12.10 Knowledge Transfer and Final Presentation 
Presentation and knowledge transfer to IT staff, handoff of documentation, and explanation of how to 
maintain the roadmap. Presentations to SDCERS IT leadership on findings and recommendations. Potential 
presentation of leadership team outside of IT.  

13. Engagement Approach and Governance 
• Kickoff meeting and confirmation of scope, methodology, schedule, roles, and information requirements. 
• Regular project status meetings, recommended weekly during active assessment work. 
• Documented issue, risk, dependency, and decision tracking. 
• Interim validation sessions with SDCERS before findings are finalized. 
• Draft deliverable review and comment cycle before final acceptance. 
• Executive presentations of final findings and roadmap. 
• Consultant shall identify any requested access, tools, discovery agents, or data collection methods in 

advance and obtain SDCERS approval before use. 

14. Vendor Qualifications for Scope Execution 
• Demonstrated experience conducting independent enterprise infrastructure assessments and 

modernization roadmaps. 
• Relevant public-sector or similarly regulated-environment experience. 
• Qualified assessment lead with substantial infrastructure architecture and IT strategy experience. 
• Team capabilities covering compute, storage, network, identity, Microsoft/cloud, cybersecurity, 

backup/DR, operations, and financial analysis. 
• Ability to provide sample assessment deliverables and references for comparable engagements. 
• Methodology that supports evidence-based prioritization, stakeholder engagement, and knowledge 

transfer. 
• Ability to deliver all assessment artifacts in formats usable by SDCERS without dependency on proprietary 

consultant tools. 
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15. Out-of-Scope / Boundary Clarifications 
Unless separately authorized through the RFP or contract, the assessment should not be interpreted as 
including: 

• Implementation or migration of infrastructure (assessment and planning only). 
• Procurement or resale of hardware, software, licenses, or cloud services. 
• Detailed application code review or application modernization implementation/services. 
• Penetration testing or intrusive security testing. 
• Managed services or ongoing operational support. 
• No in-depth assessments that impact SDCERS IT environment during business hours. 
• No technical assessment of any components that extend beyond the SDCERS Network boundaries and 

touch the City network or systems.  
• A predetermined recommendation to move infrastructure to a specific cloud or vendor platform. 

16. Proposed Acceptance Criteria 
• All agreed infrastructure domains and stakeholder groups have been assessed. 
• Findings are traceable to documented observations or evidence and are prioritized by risk/business 

impact. 
• Recommendations identify viable alternatives and clearly explain the rationale for the recommended 

approach. 
• The roadmap includes priority, timing, dependencies, cost ranges, and implementation considerations. 
• All final reports, inventories, diagrams, registers, models, and working materials are delivered to SDCERS 

in editable, non-proprietary formats. 
• Final deliverables incorporate SDCERS review comments or document the disposition of unresolved 

comments. 
• Knowledge transfer and final executive/technical presentations are completed. 

 



THIRD-PARTY VENDOR 
CONFIDENTIALITY AND NON- 
DISCLOSURE AGREEMENT 

 

While performing services for the San Diego City Employees’ Retirement System (“SDCERS”), you 
may receive Confidential Information. Confidential Information is information obtained or created by 
SDCERS which is restricted as to access, disclosure, or use. It may be found in any medium, whether 
oral, written, or electronic. It includes Personally Identifiable Information, which is any non-public 
information that is identifiable to an individual, such as: (a) a social security number; (b) an individual’s 
address, phone number(s), and/or email address(es); (c) health information, such as medical history; 
and/or (d) information that is private or intimate in nature, such as the identity of the Member’s 
beneficiary. Confidential Information may also include information provided by a Member to the 
Board, Independent Non-Board Member, or Staff. It also includes banking information, confidential or 
proprietary business records, attorney-client privileged communications, I.T. network audit logs, 
security audit logs, system audit logs, and data procedures. 

SDCERS’ vendors are expected to provide the highest level of privacy for our Members, retirees, and 
beneficiaries. It is impermissible and a misdemeanor to misuse or wrongfully disclose Confidential 
Information to any person without SDCERS’ express written consent. As an SDCERS’ vendor, you 
must not: 

 Use another person’s user identification, password, and/or other security codes.  

 Assist an unauthorized user in gaining access to Confidential Information or a 
secured information system. 

 Leave Confidential Information unsecured. 

 Falsify information.  

 Disclose Confidential Information without proper authorization. 

 Access, disseminate, or use Confidential Information for uses other than the specified 
purpose your services have been retained for.  

 Improperly store or dispose of Confidential Information.  

 Email or transmit Confidential Information without appropriate security precautions. 

 Make unauthorized use of any data maintained, stored, provided to, or processed by SDCERS. 

 Divulge personal identification, passwords, or access cards to anyone without 
SDCERS’ written consent. 

If you become aware of any violation of this agreement, you agree to inform SDCERS’ General 
Counsel, Deputy CEO, or the CEO immediately.  

I understand and agree to adhere to this agreement. 

Company:    

Print Name:   

Signed:   Date:__________________________ 
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1 Overview 

1.1 Overview 

This document provides the Information Technology (IT) operational policies and procedures for 
the San Diego City Employees’ Retirement System (SDCERS). IT Division staff manages, 
maintains and enforces these policies and procedures under the direction of the Chief Executive 
Officer (“CEO”) in order to protect the security of the technical assets and data it manages on 
behalf of its Members, Beneficiaries and Plan Sponsors. SDCERS’ employees rely on 
information and underlying IT resources to perform their job functions. The IT Division 
operates, maintains and facilitates access to data and resources to support business operations for 
all users while ensuring protection from unauthorized access or exposure of systems and data by 
employees, contractors or third parties. 

Purpose 

The purpose of this document is to define specific IT policies, procedures and usage guidelines 
for SDCERS’ staff in order: 

1. To maintain the integrity and security of SDCERS’ systems and data through the 
consistent application of best management practices and appropriate use of IT assets; 

2. To maximize and ensure the efficient and effective use of the SDCERS’ computer 
resources and promote an active and diligent culture among IT users; 

3. To protect SDCERS from liability as a result of inappropriate use of data or IT resources; 
and 

4. To deliver accurate and timely benefits to our participants. 

These policies are set forth to protect the confidentiality, integrity, availability, and security of 
SDCERS’ information resources and the privileges/obligations of authorized users. 

Failure to comply with and follow the policies, procedures and guidelines set forth will herein 
after be referred to as a “Violation of Policy.” Violations of the policies outlined in this 
document shall be reviewed on a case-by-case basis and handled according to existing 
supervisory and investigative procedures and practices. 

SDCERS’ IT Policy document does not supersede any state or federal laws. 

Scope 

The policies described in the document apply to all SDCERS’ staff, including but not limited to 
all employees, volunteers and contractors, who have been granted access to SDCERS 
information systems through the use of an authorized account. 

The policies govern the use of all SDCERS-owned, leased or contracted information resources, 
generally defined as systems, software, cloud computing, databases and equipment whether 
individually controlled or shared in a standalone or networked environment. This includes 
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access to SDCERS, City information resources, or third party hosted environment including, but 
not limited to: 

1. Authorized user account login and password 

2. Desktop computers 

3. Servers, firewalls, switches and routers 

4. Email account and email systems - including access to the Global Address Book and 
distribution lists 

5. Online network file system- access to employee “Home” drives or shared files 

6. Remote network access for employees or contractors 

7. Voicemail and telephone systems 

8. Laptops and all wireless devices 

9. Access to published information on the SDCERS Website 

10. Access to published information on the City’s website and intranet 

11. Any online directories 

12. SDCERS’ printers, scanners, fax machines, and copiers 

13. Cell phones, iPads, tablets and PDAs 

14. Any hardware or devices capable of accepting and storing computer data 

15. Any software installation media and documentation (i.e., CDs, access codes, software 
licenses, media kit, hardware keys) 

16. Any external storage media (i.e., CDs, DVDs, USB drives, external hard drives, zip 
drives, tapes) 

17. Any data, information, training manuals, and documentation in electronic form stored on 
SDCERS’ systems or within any third party environment (Saas, Cloud) 

18. Access to SDCERS’ network and computer systems from any connection point 

19. Access to the internet using SDCERS supplied devices. 

The resources listed as 1-19 above will hereinafter be referred to as “Systems and Devices.” 

This policy also applies to the contents of email communications, instant message 
conversations, text messages and electronic attachments and transactional information with 
such communications. This policy applies only to email records in electronic form, not to 
printed copies of electronic records or printed copies of transactional information. 
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2 General Policies and Guidelines 
2.1 Ownership 

SDCERS owns and supplies Systems and Devices, software, licensing, cloud-computing 
(collectively called “Technology”), and appropriate technology training to its staff in order to 
enable employees to perform their jobs and duties effectively and efficiently. Technology is 
provided to employees for the purpose of conducting SDCERS’ business. 

SDCERS owns and maintains all rights for the use, retention and publication of the data and 
information contained on its Systems and Devices. All software, files and materials stored on, 
transmitted or received by SDCERS’ Technology is considered SDCERS’ property. 

Employees should have no expectation of privacy when using SDCERS’ Systems and Devices. 

2.2 Responsibility 

1. The Chief Information Officer (“CIO”) shall be responsible for establishing, maintaining 
and enforcing IT Policies under the direction of the CEO. 

2. It is the responsibility of each employee to read and understand SDCERS’ Internal 
Information Technology Policies and Procedures document. Each employee is expected 
to follow the policies set forth herein, uphold the policies and advocate for compliance. 

3. Each employee is provided an authorized user account and is expected to use that account 
to perform the responsibilities of their job description to the best of their abilities. If an 
employee needs changes to their user account(s) or system access rights to ensure they 
can perform the functions required by their job duties, they must inform their supervisor, 
who will evaluate the employee’s request and submit the appropriate, signed User 
Request Form to the SDCERS’ Helpdesk for action. 

4. Authorized access to Technology shall be set at the minimum level required for the 
individual employee to perform and complete their assigned duties, and not at a level that 
allows access to information beyond the scope of their assigned duties. 

1. Unclassified & Classified/Unrepresented Managers with staff directly reporting to 
them (“Resource Managers”) must consider proper segregation of duties when 
requesting system access. When segregation of duties conflicts cannot be avoided 
due to computer systems limitations or limited staff resources, compensating 
controls such as supervisor review, or system reports must be used to identify 
unusual transactions and should be documented. 

2. Resource Managers must periodically review their staffs’ access levels based on 
current job duties. 
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3. IT Division staff will meet with Resource Managers annually to review all 
employees’ access levels based on current job duties in accordance with the 
SDCERS’ Application Security Review Process. 

5. The CIO or their designee, shall serve as the coordinator overseeing information 
resources and shall be responsible for establishing individual telephone and computer 
accounts, setting quotas for disk usage on the system, establishing a backup schedule, 
enabling various antivirus and keyword filtering techniques, testing data recovery 
procedures and maintaining system availability. 

6. The CIO or their designee shall be responsible for creating, maintaining and following 
the IT Patch Management Policy. 

7. The CIO or their designee shall be responsible for performing periodic reviews of 
Systems Organization Controls (“SOC”) for Technology vendors housing SDCERS’ 
Confidential Information(1) by mapping SOC complimentary user entity controls and 
significant user entity responsibilities to SDCERS’ controls. 

8. IT Division staff will notify impacted users of a planned service interruption. 

9. If SDCERS’ Technology is at risk of an imminent threat, IT Division staff will take 
necessary steps to isolate the threat immediately and without warning. IT Division staff 
will make its best effort to provide notice of such a service interruption in advance. A 
service interruption may include changing passwords, locking files, disabling or 
disconnecting specific computing devices or networks, or shutting down services. Once a 
threat has been verified, and the threat removed, IT Division staff will restore the affected 
services. 

 
1 “Confidential Information” is information obtained or created by SDCERS which is restricted 
as to access, disclosure, or use. It may be found in any medium, whether oral, written, or 
electronic. It includes personally identifiable information, which is any non-public information 
that is identifiable to an individual, such as: (a) social security number; (b) an individual’s 
address, phone number(s), and/or email address(es); (c) health information, such as medical 
history; and/or (d) information that is private or intimate in nature, such as the identity of the 
Member’s designated beneficiary. Confidential Information may also include information 
provided by a Member to the Board or Staff. It also includes banking information, confidential 
or proprietary business records, attorney-client privileged communications, I.T. network audit 
logs, security audit logs, system audit logs, and data procedures. 

. 



Information Technology Policies and Procedures 

Page 6 v.6.0 

 

 

2.3 General Computer Usage 

A computer is defined as any system, server, workstation, laptop or tablet that runs an operating 
system and software applications. Computers will be password-protected and screen savers will 
be enabled to prevent access, misuse or theft of systems or data by unauthorized persons. 

Guidelines 

1. Computer media is restricted through security policies from SDCERS’ devices. Those 
with approved exception of the policy should ensure any media is securely stored when 
not in use. 

2. Paper and documents containing Confidential Information should not be left on desktops 
or open areas when not in use. These documents should only be disposed of in the locked 
secure recycle bins. 

3. Users should NOT store any information including Confidential Information on their 
desktop computer hard drives (i.e., C:\ drive). SDCERS’ network drives should be used 
to store all business-related files since appropriate access restriction can be applied for 
such Confidential Information. Availability of information on SDCERS’ network drives 
are ensured by regular backup at the server level. 

4. Users should not download, install or store unauthorized software, videos, music or 
games on SDCERS’ owned devices. 

5. Confidential Information, when printed, should be cleared from printers immediately. 

6. The following control measures should be undertaken by the users to secure their desktop 
computers from unauthorized access: 

a. Users should terminate or lock their log-on session if they are leaving their 
desktop or laptop unattended. 

b. Hard disk(s) of the desktop computer should not be shared. In the event that 
sharing is required, then the hard disk should be shared by an access control list 
with no open shares (e.g., everyone with either READ or higher access). 

7. The usage of privately-owned computers or laptops in the office are not permitted. This 
includes in the office or usage for remote access/working from home. Any exceptions to 
this rule requires the approval of the CIO. 

8. The use of unsecured wireless access points hot spot or wireless network adaptor for the 
purpose of bridging communications between the SDCERS’ network with an external 
network, other computers, cloud computers or other networked devices without express 
permission from the CIO is prohibited. 
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2.4 Shared Network Files 

Each SDCERS’ division has an assigned network drive to securely share files within the 
division. 

1. S:\ drive has a 90-day retention schedule. Files not accessed within 90 days will be 
automatically deleted, with the exception of the Human Resources folder. 

2. Each employee is assigned an H:\home drive for personal work files and a division 
assigned drive to store working files. Interns or contractors may or may not be granted 
access to shared drive(s) based upon business needs. 

3. Requests to create new shared network folders must be approved by a division manager 
and the CIO. Approved request(s) must be sent to IT Helpdesk staff describing the 
network drive’s purpose and specific staff who are to be granted permission to access the 
shared location. 

2.5 Thumb Drive/Memory Stick Usage 

A computer “Thumb Drive” or “Memory Stick” is defined as any device that connects to a USB 
or USB-C port and is capable of storing data and/or documents. 

1. Desktop USB port access shall be granted for the CEO, Division Directors, 
Communication Manager and to other staff with the written permission from the 
responsible Division Director. All other desktop thumb drive access shall be locked by 
security policy administered by the IT Division. 

2. Thumb drives will be issued by IT Division staff at the written request of a Division 
Director. Information on computers should be protected from disclosure to, modification 
of or theft by unauthorized persons, and controls should be in place to minimize loss or 
damage. 

3. Use of an unauthorized thumb drive is strictly prohibited and a violation of this Policy. 

4. Member information must not be stored on a thumb drive unless specific permission is 
granted by a Division Director in writing. 

5. Thumb drives should only be used to store SDCERS-related information. 

6. Thumb drive data should be erased once the final version of data or document is stored in 
Documentum or in other authorized computer systems. 

7. Thumb drives should be locked in a secure location when they are not in use. 

8. Thumb drives should be returned to the IT Division when they are no longer needed or 
when staff separates employment from SDCERS. 
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2.6 Document Storage 

1. Due to best practices, it is SDCERS’ policy to electronically store only final documents 
and not to electronically store multiple draft copies. It is the responsibility of each 
Division Director or their designee to ensure compliance with the SDCERS’ policy of not 
keeping or placing multiple copies (or versions) of the same document in more than one 
directory. 

2. Final copies of official documentation, member file information and correspondence 
should be loaded into Documentum. Once it is verified the document has been 
successfully loaded into Documentum, it should be deleted from the server file system. 

2.7 Disposal of Equipment 

1. IT Division staff will coordinate the disposal of all computer equipment for SDCERS. 

2. It is the responsibility of the equipment users to ensure any data that may have been 
removed from the hard drive is transferred to the appropriate network drive before 
disposal. Once equipment is returned to the IT Division, the hard drive shall be wiped 
clean using secure disk reformatting tool(s) before disposal. 
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3 Privacy, Access and Disclosure of Information 
3.1 Privacy Limitations 

1. SDCERS reserves the right to monitor employee internet and email communications and 
to access all materials and information transmitted or stored on SDCERS’ Systems and 
Devices. Employees do not have any expectation of privacy in the use of SDCERS’ 
owned or controlled Technology resources. SDCERS reserves the right to, at any time 
and without notice, access, read and review, monitor and copy all messages and files on 
its Technology as it deems necessary. When it believes necessary, SDCERS’ staff may 
disclose text or images to law enforcement without the employee’s consent. 

2. Consistent with the Federal Electronic Communications Privacy Act of 1986 (ECPA), an 
employer has the right to monitor its own computer systems and the information 
resources it provides. SDCERS has the right to monitor all aspects of its information 
systems and networks including but not limited to, monitoring sites visited by users on 
the internet, monitoring chats, reviewing downloaded/uploaded materials and reviewing 
email sent and received by authorized SDCERS’ email users. 

3.2 Access Control 

1. A supervisor must complete the New/Change User Request Form with appropriate 
signatures in order for system access to be granted and a user account created. 

2. All users must read and sign a Non-Disclosure Agreement and the IT Acknowledgement 
Statement Form before a new user account can be created or new system access granted. 

3. Each user is assigned a unique logon account. Individuals must not share their 
credentials for use by anyone else. 

4. When user duties and responsibilities change, Division Directors shall request 
modifications using the appropriate User Request Form for a user’s access authorization 
and privileges and timely submit the changes to SDCERS’ Helpdesk. 

5. Accounts, including H:\ drive files, will be disabled promptly by the IT Division for users 
whose employment has terminated upon notification from the Payroll Specialist. 
Supervisors of terminated employees may ask for access to the terminated employees H:\ 
drive. The SDCERS’ IT team will permanently ‘delete’ employees H:\ drive no less than 
six months after termination. 

6. IT staff shall routinely monitor and log usage data, such as network session connection 
times and end-points, and may inspect information stored on SDCERS-owned resources 
in order to resolve technology problems, or to provide usage reports to Division Directors 
or CEO. 

7. Special access to information is to be used in performance of official duties only. 
Information obtained through special privilege is to be treated as confidential. Examples 
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of Confidential Information include social security numbers, medical information, payroll 
information, telephone numbers, and any databases containing personal information 
related to SDCERS’ members, staff or Board members. 

8. SDCERS reserves the right to block inappropriate websites and has implemented filtering 
technology for this purpose. Users must not attempt to circumvent this filter in any way. 
A listing of blocked categories is available through the IT Division. If access to a 
blocked site is necessary to conduct SDCERS’ business, any and all requests to the CIO 
must go through the appropriate Division Director. 

9. Ownership and/or use of personal equipment by authorized personnel does not exempt 
the user from compliance with the SDCERS’ Acceptable Use Policy while conducting 
SDCERS-related business. 

3.3 Disclosure 

1. Data and files, including programs stored or transmitted on any medium, may be subject 
to: 

a. “Public Records” laws and may be subject to public disclosure. (California Public 
Records Act, Government Code §§ 7920 et seq.). 

b. Discovery, including disclosure in connection with litigation or pursuant to 
subpoena. 

c. Inspection and disclosure in connection with a criminal investigation or user 
misconduct investigation. 

d. Disclosure in administrative, civil or criminal proceedings, including hearings and 
trials. 
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4 Acceptable Use Policy 
4.1 Definitions 

1. Acceptable Use of Technology 

a. Facilitating the exchange of information in the furtherance of SDCERS’ business. 

b. Communicating and exchanging information for professional development, to 
maintain proficiency, or to research issues in fields pertinent to SDCERS’ business. 

c. Respecting the privacy and personal rights of other users. With permission only, users 
may obtain copies of files belonging to other users. 

d. Abiding by applicable laws, Board Rules and personnel policies and respecting the 
copyrights and intellectual property rights of others, including the legal use of 
copyrighted, licensed software approved by IT Division staff. 

e. Respecting the security protocols and integrity of Technology resources including 
notifying a supervisor and/or IT Division staff of suspected abuse. 

f. Accessing Technology for which the user has been authorized and only for their 
intended purpose. 

2. Unacceptable Use of Technology 

a. Use of Technology in a manner that violates federal, state or local law including the 
Digital Millennium Copyright Act and all other copyright laws. 

b. Providing others with access to one’s user account(s), or gaining or attempting to gain 
access to the computer accounts, files or electronic information of others or to 
Technology to which authorized access has not been granted by the supervisor, 
Division Director or CEO. 

c. Modify files or passwords belonging to other users, or represent themselves as other 
users. 

d. Displaying, transmitting or knowingly accessing sexually explicit or pornographic 
images, messages or cartoons; ethnic slurs or racial epithets; or anything that can be 
construed as harassment or disparagement of others on the basis of race, color, 
religion, national origin, ancestry, physical or mental disability, medical condition, 
marital status, gender, sexual orientation or age. 

e. Soliciting or proselytizing others for non-job-related commercial ventures, religious, 
charitable, or political causes, outside organizations or other non-job-related 
solicitations. 

f. Misrepresentation of oneself, Members, SDCERS or Plan Sponsors. 
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g. Intentionally creating, introducing or distributing malicious code, including but not 
limited to viruses, or engaging in other destructive or potentially destructive 
programming activities. 

h. Reckless or intentional overloading of or interfering with the normal operation of 
Technology resources causing unnecessary congestion or disruption of these services. 

i. Stealing or copying electronic files without permission. 

j. “Hacking” or related behavior attempting to compromise SDCERS’ computer 
security or the security of remote systems accessed through SDCERS’ Technology. 

k. Attempting to add, modify, relocate or remove Technology without proper 
authorization. This includes, but is not limited to, the connection of any device 
(SDCERS-owned, personal, or rogue) to SDCERS’ Technology or network 
infrastructure. The installation of any unauthorized wireless access point, wireless or 
wired devices is prohibited. 

l. Tampering with, disconnecting, disassembling, modifying, or any other unauthorized 
interference with the normal operation of SDCERS’ Technology. 

m. Distribution of harassing, intimidating and/or threatening messages through electronic 
mail or other means. 

n. Initiating or encouraging the promulgation of chain letters, unauthorized automated or 
mass postings, or other types of unauthorized large-scale distributions. 

o. Use of SDCERS’ Technology for personal gain, commercial purposes, non-SDCERS 
sponsored fundraising, political campaigns, gambling, or illegal activity. 

4.2 Internet Use Policy 

Internet access is available to all personnel, for the primary purpose of facilitating job duties and 
communications as it relates to SDCERS’ business activities. Inappropriate use of the internet is 
considered a violation of Policy and can result in revoking an employee’s internet privileges or 
other disciplinary action. 

1. Internet use and communications are subject to the Acceptable Use Policy defined in 
section 3. 

2. Internet access must be limited to work-related activities. 

3. Inappropriate use of the internet includes, but is not limited to: using online chat rooms, 
viewing pornography, viewing undergarments, swimwear or lingerie, non-work-related 
web blogs, personal instant messaging, online radios or music, online gambling, peer-to-
peer file sharing programs or games. Streaming audio or video that is not related to 
SDCERS’ business which may cause network congestion and impact systems 
performance is prohibited. 
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4. Downloading programs, files, videos or music for personal use (e.g,. mp3 or wma) is 
prohibited. 

5. Staff should not utilize any automatic credential saving features in web browsers (e.g., 
Chrome, Edge, etc.). 

6. Staff should not use password saving features in any third-party application. 

7. Filters, logs, and/or monitors are used by IT Division staff to manage internet usage and 
network traffic. Reports will be provided to Division Directors and/or the CEO on 
demand, as part of a personnel fact-finding effort or if there is suspected employee 
misuse of the internet. 
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5 Licensing and Unauthorized Software Use 
SDCERS owns and operates its Technology. It is SDCERS’ policy to abide by the terms of 
license agreements and to ensure that its employees do the same. The installation and use of 
unlicensed and/or unauthorized software is a violation of SDCERS’ policies. As such, IT 
Division staff will remove the software from the affected Systems and Devices. Incidents of 
employee’s knowingly and willfully violating SDCERS’ policies by installing unlicensed or 
unauthorized software on System and Devices will be reviewed on a case-by-case basis by their 
supervisor in accordance with disciplinary procedures and practices. 

1. Unauthorized Software Reproduction 

a. SDCERS’ employees and contractors shall not, under any circumstance, duplicate or 
replicate software held by SDCERS under a restrictive license, in whole or in part, on 
the same or dissimilar medium. Neither shall SDCERS’ employees or contractors 
modify or manipulate licensed software, except as expressly permitted in writing by 
the vendor or licensor. 

2. Purchases and Installation 

a. It is the policy of SDCERS to maintain the security and quality of equipment within a 
set standard or protocol to facilitate maintenance, operations, and system 
compatibility. All Technology purchases and installation of computer 
hardware/software must be approved by and coordinated through the IT Division. It 
is the SDCERS’ policy to only purchase equipment and software from reputable, 
vendor-authorized resellers who can provide maintenance, warranty coverage, or 
technical support services, and certified licensed software. Software products must 
be purchased in their original packaging or containers, seals and wrappers intact. 

b. Any division anticipating the purchase of new Technology shall contact the CIO 
regarding the recommended standard configuration for new Technology to assure that 
the hardware or software being researched meets the SDCERS’ overall Technology 
objectives. 

c. Only SDCERS’ owned software that is authorized by the CIO is to be used on the 
SDCERS’ Systems and Devices. No software may be downloaded or installed 
without previous authorization from the CIO. Installation shall be performed 
by IT Division staff. 

3. Contractors and Consultants 

a. Where SDCERS utilizes contractors and outside consultants, care must be taken by 
the hiring manager to assure SDCERS does not inadvertently receive or retain a copy 
of software known to be protected by a copyright or license without obtaining that 
license. Employees must also ensure that software held by SDCERS under a license 
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agreement is not supplied to an outside consultant unless the license agreement 
permits such use. 
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6 Email, Electronic Calendar and Meeting Policy 
6.1 Email 

Microsoft Outlook is SDCERS’ official email, calendar and meeting schedule tool. No other 
email, calendar or scheduling software should be used and will not be supported by SDCERS’ IT 
Division. 

1. Email communications are subject to the Acceptable Use Policy defined in section 3. 

2. Email must be used for business-related activities. 

3. Email and email attachments are subject to legal discovery and Public Records Act 
requests. As defined in section 3.1, SDCERS’ staff should have no expectation of 
privacy regarding email communication unless the Legal Division redacts or otherwise 
deems a communication privileged. 

4. Social security numbers must not be included in email messages or other forms of 
electronic communication without using password protection or approved encryption 
software. A phone call must be made to the recipient to provide the encrypted file’s 
password. A voicemail can be left on the recipient’s voice mailbox if necessary. 

5. Phishing emails are a high-risk entry point for cybersecurity threats. SDCERS’ staff 
should be aware of who the sender is of emails requesting them to click on an embedded 
link or open an email attachment. To support staff in identifying malicious emails, the 
SDCERS’ IT team sends regular phishing campaigns to all users with an SDCERS’ 
email. These campaigns are made to imitate a malicious email to help train staff in 
identifying these harmful messages. 

6. Email is retained for 180 days in the active Outlook mailbox. All messages over 180 
days will be automatically deleted from the active Outlook mailbox. 

7. Email will be retained in an email archive based on SDCERS’ Record Retention policy. 

6.2 Calendar 

The Calendar function in Outlook is where SDCERS’ staff official schedule should be 
maintained. Regular updates to this calendar should be made in order to accurately reflect 
business activities and business hour schedule availability. 

1. Individual staff calendars should include all meetings and appointments during the 
business day (Monday thru Friday, generally 8:00 am - 5:00 pm), or staff’s specific work 
schedule that impact staff’s schedule and availability. This includes any time staff is not 
available due to internal and external meetings, personal appointments, and vacations. 

2. When staff is out of the office for a day or more an Outlook “Out of Office Assistant” 
reply message should be created indicating the length of the staff’s absence from the 
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office and the name, phone number and email address of the staff member responsible for 
filling in for the absent staff member: 

SAMPLE OUT OF OFFICE MESSAGE: 

I will be out of the office (dates of absence) and unable to respond to your email. If 
you need immediate assistance, please contact (enter name of back up) at 619-525-
3600 or jdoe@sdcers.org. 

6.3 Meetings 

SDCERS has four meeting rooms available to staff that can be reserved through Outlook. 
Meeting rooms can be found by searching the Outlook Address Book for “SDCERS Meeting 
Room A-B-C and SDCERS Seminar Room”. 

1. Before sending out a meeting request, always perform a busy search in Outlook to 
determine a date and time in which all invitees and a conference room is available. 

2. Schedule meetings in advance of the proposed meeting date and time, if possible, to 
allow attendees time to prepare. 

3. If scheduling a meeting the same day as sending out the request, be sure to follow-up in 
person or by phone to ensure that invitees know that the meeting has been scheduled. 

4. Meeting agendas, discussion documents and other files may be attached to the meeting 
request to make your meetings more efficient and respectful of staff time and workloads. 

5. Recipients of an Outlook meeting request should “Accept,” “Decline,” or “Tentatively 
Accept” the request as soon as possible so the invitee knows who to expect. 

a. If declining a meeting request, staff should notify the invitee by choosing the 
“Edit the Response Before Sending” option. If declining because of a scheduling 
conflict, choose “Propose a New Time” rather than “Decline” and notify the 
invitee of a better date or time. 

b. If accepting the invitation, sending a message back to the invitee is optional. 

6. The Conference Room will send a confirmation response that your room reservation is 
complete and includes instructions on the technology protocol. 

6.4 Conference Room Protocol 

1. SDCERS’ conference rooms are available during working hours for use by all SDCERS’ 
employees. Keep conference rooms clean and return them to their standard set up (retract 
cords, return Bluetooth devices to storage, open blinds, return chairs to their positions 
around the conference table) when finished. 

2. Meetings that involve participants that are not SDCERS’ employees (contractors, 
vendors, or members) should be reserved in SDCERS Meeting Room A. 

mailto:jdoe@sdcers.org
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3. Meeting attendees that do not have authorized accounts on SDCERS’ network, but need 
internet access should utilize the SDCERS’ guest WIFI. They should not connect to an 
SDCERS’ network cable. 

4. The individual who has reserved the conference room in Outlook has the right to use the 
conference room over the person(s) occupying the conference room who does not have a 
reservation or whose reservation time has expired. 

5. An individual or group whose meeting has extended beyond the original reservation time 
must exit the room if the reserved meeting scheduled to follow is ready to convene. 

6. Conference Rooms B - C are equipped with mounted desktop computers and wireless 
keyboard and mouse. SDCERS employees only may use their assigned AD account to 
login to these devices to assist in facilitation of their meeting. Users must log out of the 
desktop at the conclusion of the meeting and shut the PC down. 

7. The SDCERS employee who reserved the room is responsible for ensuring any account is 
logged off the desktop and the device is properly shutdown, the monitor is powered off 
and the keyboard and mouse are returned to their stored location within the conference 
room. 

8. If there is no meeting scheduled afterwards, turn off the lights in the room before leaving. 



Information Technology Policies and Procedures 

Page 19 v.6.0 

 

 

7 Response to Security and Abuse Incidents 
The term “Users” applies to any employee, third-party contractors, temporaries, guests, or 
vendors who use, possess or has access to Technology. Users have the responsibility to report 
any unauthorized access attempts or improper use of Technology to the IT Division. 

7.1 Response 

SDCERS staff will escalate potentially sensitive information security incidents and issues to their 
supervisor and/or CIO by E-mail and/or telephone. This policy applies to all Users. 

Potentially sensitive incidents include, but are not limited to: 

1. Physical or electronic security breaches of SDCERS’ Technology, whether or not 
resulting in the loss of Confidential Information or intellectual property; 

2. Violations of the SDCERS’ Internal Information Technology Policy and Procedures; 

3. Significant instances of misuse or misappropriations of Technology; 

4. Thefts of SDCERS’ Technology; 

5. Any situation which may pose a serious threat to Technology or business processes and 
potentially impact SDCERS’ ability to continue operations or service for its members. 
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8 Passwords 
It is SDCERS’ policy not to share passwords with anyone. Staff must not share their credentials 
with anyone, as passwords are treated as Confidential Information. 

For new employees and Board Members, credentials are shared with the manager of that position 
and Board Secretary to provide with the onboarding individual. On the first login, the system 
will require the individual to set a new unique password that they should keep confidential. 

8.1 Password Management 

1. Passwords must conform to strong password guidelines, including: 

1. At least 14 alphanumeric characters; 

2. Contain no more than 25 characters; 

3. Cannot contain user’s account name or parts of the user’s full name that exceed 
two consecutive characters: 

4. Meet at least 3 of the requirements below: 

i. Minimum of one upper-case alpha (A-Z); 

ii. Minimum of one lower-case alpha (a-z); 

iii. Minimum of one numeric (0-9); 

iv. Minimum of one special character: ~,;,!,@,#,$,%,^,&,*,(,),-,_; 

v. Cannot repeat last 24 passwords. 

2. Passwords must expire every 60 days. 

3. Use of all user-level and system-level passwords must conform to the guidelines 
described below. 

4. Use of all local accounts (to the system) must conform to the guidelines described below. 

5. Voicemail must also be password protected conforming to the voicemail system’s 
minimum requirements. 

Guidelines: 

1. Do not reveal a password over the phone to anyone; 

2. Do not reveal a password in an email message; 

3. Do not reveal a password to your supervisor; 

4. Do not talk about a password in front of others; 

5. Do not hint at the format of a password (e.g., "my family name"); 

6. Do not reveal a password on questionnaires or security forms; 
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7. Do not share a password with family members; and 

8. Do not reveal a password to co-workers while on leave. 

9. If someone requests a password or system access, please refer them to a supervisor, the 
CIO or an IT Division supervisor. 

10. Do not use the "Remember Password" feature of applications (e.g., Web Browser, 
Microsoft Outlook, or Websites). 

11. If you suspect an account or password has been compromised, immediately report the 
incident to your supervisor, SDCERS’ Helpdesk or any SDCERS’ IT employee and 
change your password immediately. 

12. IT Security may perform password cracking or guessing on a periodic or random basis. If 
a password is guessed or cracked during one of these scans, the user will be required to 
change it. Password cracking and guessing are not to be performed by anyone outside of 
IT staff or an approved third-party vendor. 

8.2 Account Lockout 

After 10 consecutive failed login attempts within 30 minutes, the account is locked and 
users can either use SDCERS’ AD Self Service Password Reset website or call the 
Helpdesk @619-321-1700 or x11700 to have their password reset. Application developers 
must ensure their programs follow the Password Management Policy. 
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9 Patch and Vulnerability Management 
The SDCERS’ IT Division maintains a regular patch and vulnerability management schedule to 
reduce the risk of potential cybersecurity threats. SDCERS’ IT staff apply patches based upon 
the “IT Patch Management Policy”. 

9.1 Patch Management 

1. Patches are released by software vendors to fix identified issues within the 
solution. These fixes could address security vulnerabilities, software flaws, or 
enhancements/features. 

2. Systems and Devices are patched at least on a monthly basis. 
3. End-users are notified in advanced of scheduled patching with instructions on 

how to manage their device during the patch deployment. 
4. End-users should not interrupt the deployment of scheduled patches. 
5. Systems and Devices that were not able to be patched during the scheduled patch 

deployment will have the patches deployed the next time their device connects to 
the SDCERS’ network. 

6. It is SDCERS’ IT Division’s goal to have all end user devices patched within 30 
days of patch release. 

7. SDCERS’ IT staff supports and maintains all end user software solutions. We 
maintain software versions within two versions behind mainstream. 

 
9.2 Vulnerability Management 

1. End-user devices and servers are scanned for vulnerabilities at least once a month. 
2. Vulnerabilities are addressed in priority of the risk rank, such as, critical, high, 

medium and low. 
3. Regular vulnerability scans should not interrupt the end-users ability to perform 

their job. Although if there is a potential or known risk identified on an end-
users’ devices, the SDCERS’ IT team has the right to interrupt business and take 
ownership of the device to mitigate any potential security breach. 

4. Vulnerabilities discovered on existing devices and servers must be remediated 
within 60 days. 

5. The SDCERS’ IT team hires outside security vendors to execute additional annual 
vulnerability scans. These scans are done with the approval and oversight of 
SDCERS’ IT team. 
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10 Generative Artificial Intelligence (AI) 
AI refers to an artificial intelligence technology that creates new versions of text, audio or 
visual imagery from large bodies of data in response to user prompts. This policy defines 
rules for staff when using AI tools. This applies to the use of AI tools such as, ChatGPT, 
Copilot, Gemini and other open AI sources. 

10.1 Acceptable Use of AI 
1. AI tools must only be used for tasks directly related to job responsibilities. 
2. AI generated content must be reviewed and validated by a human before 

implementation. 
3. AI may not be used to generate communications that impersonate other individuals. 

10.2 Security and Data Protection 
1. Do not use or provide SDCERS’ credentials, emails address, telephone numbers to 

login to any publicly available AI tool. 
2. Do not install AI applications on SDCERS’ devices without IT approval. 
3. Do not put personally identifiable information (PII) or confidential information into 

AI tools. 
4. Do not put SDCERS’ intellectual information into AI tools. 
5. Do not rely solely on AI created content as legal advice as it relates to SDCERS’ 

business. 
6. Do not use AI tools to engage in activities that lead to plagiarism, third-party 

infringement or violations of licensing agreements. 

10.3 Monitoring and Enforcement 
1. Use of AI tools may be monitored to ensure compliance with this policy. 
2. Any suspected misuse should be reported to your supervisor, SDCERS Helpdesk or 

any SDCERS’ IT staff. 

 

 
 



Information Technology Policies and Procedures 

Page 24 v.6.0 

 

 

 

11 Mobile Device Policy  
The purpose of this policy is to establish requirements for the secure management of mobile 

devices that access San Diego City Employees' Retirement System (SDCERS) information 
systems, and data.  

 

11.1 Scope 
This policy section applies to staff usage of the following devices used to access SDCERS 

systems and data: 

1. SDCERS-owned iPads  

2. SDCERS-owned smartphones  

3. Personally owned smartphones, tablets, or other mobile devices  

 

11.2. Device Categories 
SDCERS defines three distinct categories for Mobile Devices for Management Purposes. These 

are: 

Category 1: SDCERS owned iPads and iPhones 

Category 2: Managed Personal Mobile Devices 

Category 3: Unmanaged Personal Mobile Devices, Laptops, or Desktops 

 

11.2.1 Category 1: SDCERS-Owned iPads and iPhones 

Requirements 

1. Must be enrolled in the SDCERS Mobile Device Management (MDM) system.  

2. SDCERS maintains full administrative control.  

3. Security configurations shall be enforced through MDM.  

4. Operating system and security updates shall be deployed by SDCERS IT through MDM.  

5. Applications may only be installed if approved by IT.  

6. Passcode and biometric authentication shall be enabled and compliant with MDM 
controls. 

7. Users shall not disable MDM management.  
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11.2.2 Category 2: Registered personal owned tablets or smart phones 

1. For full access, device must be enrolled in the SDCERS MDM platform.  

2. Users retain ownership of and privacy on the device except for SDCERS files and data.  

3. IT manages only the corporate security containers and SDCERS applications.  

4. Personal information, photos, messages, contacts, and applications are not monitored or 
managed by SDCERS.  

5. Users shall install operating system updates when requested by IT to maintain device 
compliance.  

 

SDCERS IT may: 

1. Selectively remove SDCERS applications and data.  

2. Perform a full device wipe only upon user request or when necessary to protect SDCERS 
information and authorized by the device owner.  

 

11.2.3 Category 3: Unmanaged personal owned tablets or smart phones 

These devices are not enrolled in MDM but are allowed limited access to SDCERS systems. 

Requirements 

1. Users assume greater responsibility for protecting downloaded information since 
SDCERS IT cannot: 

 Secure downloaded files via encryption. 

 Remotely wipe data and applications if device is lost or stolen.  

 Verify the security posture of the device.  

2. Downloading confidential information is discouraged.  

3. Confidential files should be viewed online whenever possible.  

4. Downloaded files should be deleted immediately after use.  

5. Browser cache should be cleared after accessing confidential information.  

6. Incognito or private browsing mode should be used when accessing confidential data.  

7. Users should not save passwords for SDCERS systems in the browser.  
 

11.3 Security Requirements 
Applies to all devices. 
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SDCERS Requires: 

1. PIN (6 digit) or biometric authentication  

2. Automatic screen lock after 15 minutes of inactivity  

3. SDCES Data will be encrypted (Exception for category 3 devices due to limited access) 

4. No installation of software intended to bypass security controls  

5. Current supported operating system (Only iOS and Android Operating systems that are in 
mainstream support by the device manufacturer are supported) 

6. Device is not rooted  

7. Device is not jailbroken  

8. Category 1 and 2 Devices must connect to the Internet and communicate with the 
SDCERS Mobile Device Management (MDM) system at least once every thirty (30) 
calendar days. 

 

11.4 Lost or Stolen Devices 
Users shall immediately report lost or stolen devices to the SDCERS Help Desk. 

Category 1 and 2 devices: 

SDCERS IT will: 

1. Disable access  

2. Lock the device  

3. Remotely erase the device (for category 2, IT will only erase SDCERS applications and 
data unless permission is given to erase the whole device) 

4. Reset user credentials if appropriate  

Category 3 devices: 

SDCERS IT will: 

1. Reset user passwords  

2. Revoke authentication tokens  

3. Because these devices are unmanaged, SDCERS cannot remove downloaded files or 
remotely erase the device, IT notifies the SDCERS Privacy officer in case confidentiality 
information is contained on the device.  

 

11.5 Mobile Device Standards 
1. Google Chrome is the only supported web browser for accessing SDCERS web-based 
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applications and services.  

2. Microsoft Outlook Mobile is the only supported mobile email application for accessing 
SDCERS email and calendar services. 

3. SDCERS IT reserves the right to approve additional applications as business needs require 
and may block applications determined to present an unacceptable security risk. 

4. Use of other web browsers, email clients, or third-party applications to access SDCERS 
systems or data is not supported and may be restricted or denied access by SDCERS IT. 
Support is on a best effort basis.  

 

11.6 Responsibilities 
Staff will: 

1. Protect their devices.  

2. Report lost or stolen devices immediately.  

3. Install updates when requested.  

4. Maintain passcodes.  

5. Avoid downloading confidential data to unmanaged devices unless deemed necessary and 
then remove such material promptly when no longer being used.  

6. Notify IT when replacing devices (for category 2 devices).  

7. Never share devices used to access SDCERS data with unauthorized individuals.  

8. Promptly report suspected compromise.  

 

IT will: 

1. Manage MDM and technical controls.  

2. Configure security policies.  

3. Deploy authorized applications.  

4. Monitor device compliance.  

5. Disable compromised devices.  

6. Maintain secure authentication methods.  

7. Perform selective or full wipes as authorized.  

8. Maintain documentation of enrolled devices.  
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11.7 Exceptions 
Exceptions to this mobile policy require written approval from the Chief Information Officer 

(CIO) or designee. 

 

11.8 Compliance 
Violations of this policy may result in: 

1 Removal of mobile access  

2 Disciplinary action  

3 Revocation of device privileges  

4 Other actions permitted under SDCERS policies 
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Information Technology Acknowledgement Statement Form 

This acknowledgement is to certify that I have read and understand the guidelines set forth 
within the SDCERS’ Internal Information Technology Policies and Procedures. As an employee 
or agent of SDCERS, I will comply with this policy and guidelines. I understand that these 
guidelines may be modified at any time and that I will be advised of such modifications. 

I have no expectation of privacy when I use SDCERS’ Systems and Devices. My use of 
SDCERS’ Technology will constitute acceptance of these guidelines, and consent to monitoring 
while using the services. I also understand failure to adhere to this policy may result in 
disciplinary action in accordance with City Administrative Regulations and Personnel 
Regulations and any applicable provisions of the Memorandum of Understanding that pertains to 
me. 

Name: Title: 
 

 

 
Signature: Date: 
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AGREEMENT FOR SERVICES 

 
This Agreement for Services ("Agreement") is made and entered into as of DATE 

("Agreement Date"), at San Diego, California, by and between the San Diego City 
Employees' Retirement System ("SDCERS"), a public entity based in San Diego, 
California, and [Vendor], xxx , based in xxx.  

 
RECITALS 

 
 WHEREAS, SDCERS was created by ordinance pursuant to Section 141 of the 
San Diego City Charter (“Charter”); and 

 
 WHEREAS, VENDOR is qualified to be a (TYPE OF WORK VENDOR 
DOES) and is qualified to perform (WORK COVERED BY AGREEMENT) (and any specific 
vendor-related guidelines); and 
 
  WHEREAS, the BOARD has determined that it would be in the best interest 
of SDCERS if VENDOR were to be retained to provide the (specific vendor work) services set 
forth herein below and, accordingly, has voted to approve this Agreement; 

 
 BASED ON THE ABOVE, SDCERS and [Vendor] intend to xxx, and as stated 
herein. 

NOW, THEREFORE, in consideration of the mutual covenants and 
conditions stated here, and intending to be legally bound, the parties agree as follows: 
 
1. [Vendor]’s Representations, Services, and Obligations  
 
1.1 [Vendor] represents that it is a xxxx company duly organized, validly existing and in 

good standing under the laws of the State of California, it has the corporate power to 
enter into this Agreement and consummate the actions contemplated herein, and the 
execution, delivery and performance of this Agreement by [Vendor] has been duly 
authorized by all necessary action by [Vendor]. 

 
1.2 [Vendor] warrants that it is able to perform the services [or provide the materials] 

requested by SDCERS and holds all licenses or other requirements necessary to perform 
such services. [Vendor] agrees to provide a fiduciary standard of care in performing its 
services for SDCERS.  
 

1.3 [Vendor] warrants that the work performed hereunder shall be completed in a manner 



2 
 

consistent with professional standards among other vendors in [Vendor’s] profession, 
doing the same or similar work, under the same or similar circumstances. 
 

1.4 [Vendor] shall make itself readily available and respond to SDCERS’ communications 
and requests in a reasonably timely manner.  [Vendor] shall provide contact information 
for all staff assigned to provide the services described herein. 
 

1.5 SDCERS may request [Vendor] remove from assignment to SDCERS any employee it 
deems unfit to perform the services described herein and [Vendor] shall comply with all 
such requests.  [Vendor] shall then assign other competent staff to perform the services 
described herein. 
 

1.6 VENDOR warrants that VENDOR shall inform SDCERS immediately of any of the 
following: 

 (1) change to management or ownership;  
 (2) government or regulatory investigation or claim of wrongdoing;  
 (3) lawsuit related to providing the services contemplated in this Agreement;  
 (4) bankruptcy of vendor;  
 (5) criminal charges against any person working on SDCERS' account; and 
 (6) negative news concerning Vendor or persons working on SDCERS' account. 
 
1.7  VENDOR warrants that VENDOR has a compliance program which effectively detects, 

and deters illegal and unethical behavior. 
 

2. Compensation, Invoices, and Payments 
 
2.1 For rendering the services described herein, SDCERS agrees to pay [Vendor] xxxx.  All 

other expenses or costs incurred by [Vendor] shall be [Vendor]’s responsibility.  
 
2.2 [Vendor] shall invoice SDCERS for the preceding month’s services and SDCERS agrees 

to pay any undisputed invoice within 60 days of receipt. 
 

2.3 Invoices must be on vendor’s stationary with vendor’s name, address, and remittance 
address if different.  Vendor’s invoice must have a date, an invoice number, and a 
summary of the services rendered.  SDCERS reserves the right to request additional 
supporting documentation to substantiate costs at any time. 

 
2.4 SDCERS shall not pay late charges incurred when delays in payment of invoices are due 

to [Vendor’s] lack of adherence to aforementioned invoice specifications. 
 
3. SDCERS’ Representations and Obligations  
 
3.1 SDCERS represents that it is a public entity, duly organized, validly existing and in good 

standing under the laws of the State of California.  SDCERS has the authority to enter 
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into this Agreement and consummate the actions contemplated herein and the execution, 
delivery and performance of this Agreement. 

 
3.2 For services rendered by [Vendor], SDCERS agrees to pay invoices received from 

[Vendor]. If an invoice is in dispute, SDCERS agrees to pay any portion of the invoice 
not in dispute.  

 
4. Proprietary Rights 
 
4.1 SDCERS acknowledges that some of the information provided under this Agreement is 

proprietary to [Vendor].  All applicable copyrights, trade secrets, utilization reports, 
trademarks, and other intellectual property rights remain the sole and exclusive property 
of [Vendor], as applicable. SDCERS agrees to notify [Vendor] of any known or 
suspected breach of the proprietary rights of [Vendor] and agrees to cooperate in any 
action to investigate and remedy such breach.  SDCERS agrees that it shall not use 
[Vendor]'s name or any [Vendor] logo or trademark without first obtaining [Vendor]'s 
written consent for each use. 

 
5. Confidentiality, Privacy, Security, Destruction of Data, and Data Incident/Breach  
 
5.1 Confidential Information. Confidential Information is information obtained or created by 

SDCERS which is restricted as to access, disclosure, or use. It may be found in any 
medium, whether oral, written, or electronic.  It includes personally identifiable 
information, which is any non-public information that is identifiable to an individual (i.e., 
social security number, an individual’s address, phone number, or email address); health 
information (i.e., medical history); or information that is private or intimate in nature 
(i.e., a Member’s designated beneficiary).  Confidential Information may also include, 
but is not limited to, information provided by a Member to the Board or SDCERS staff 
(e.g., SDCERS employees, provisional employees, embedded contractors, and 
volunteers), banking information, confidential or proprietary business records, attorney-
client privileged communications, or I.T. network audit logs, security or system audit 
logs, and data procedures.  

 
5.2 Data Protection. All data, whether or not marked confidential, shall not be stored by 

[Vendor], copied, analyzed, monitored or otherwise used except for the purposes set forth 
in this Agreement. [Vendor] shall not disclose any SDCERS data to any person or entity 
except to [Vendor] personnel in order to provide services under this Agreement. All data 
shall remain in the United States unless otherwise authorized by SDCERS in writing. 

 
5.3 Compliance with Laws. [Vendor] shall comply fully with all applicable laws, regulations, 

and government orders and notification requirements relating to, Confidential 
Information, data breach, and data privacy with respect to any such Confidential 
Information that [Vendor] receives or has access to under this Agreement.  [Vendor] shall 
implement and maintain reasonable security procedures such as the Center for Internet 
Security’s top 18 Critical Security Controls. [Vendor] agrees to have its employees 
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working under this agreement to execute SDCERS’ confidentiality and non-disclosure 
agreement. Also, [Vendor] agrees to have independent consultant(s) audit its security 
practices and procedures annually, and shall make the consultant’s report available to 
SDCERS, and adopt remediation measures identified by the consultant(s) unless it is 
commercially unreasonable. 

  
5.4 Personnel Background Checks.  [Vendor] shall perform background checks on all 

[Vendor] personnel who shall perform services for SDCERS. [Vendor] shall not assign 
any person to perform services for SDCERS who has not authorized a background 
investigation, or [Vendor] knows has a felony conviction or misdemeanor, that relates to 
their suitability as an employee, within the previous seven years except to the extent 
prohibited by applicable law.   

  
5.5 Destruction of Data and Electronic Storage Media.  Upon termination of this Agreement, 

or upon SDCERS request, [Vendor] shall permanently return and/or delete all data from 
any storage media operated by [Vendor].  All electronic storage media containing 
Confidential Information must be wiped or degaussed for physical destruction or 
disposal, in a manner meeting forensic industry standards.  [Vendor] must document 
evidence of erasure and destruction.  This evidence must be available for review upon 
request. 

  
5.6 Physical Security.  All backup media containing Confidential Information must be 

encrypted and contained in secure, environmentally‐controlled storage area owned, 
operated, or contracted for by [Vendor].  [Vendor] shall comply with additional privacy 
and/or security reviews upon request.  SDCERS shall not be required to pay additional 
fees for any additional privacy and/or security reviews requested.  

 
5.7 Data Safeguards.  [Vendor] agrees to monitor and consistently test its data safeguards, 

and to adjust its data safeguards as-needed and/or the results of any relevant testing or 
monitoring.  [Vendor] shall maintain proof of testing and monitoring and provide proof 
if requested.  

 
5.8 Data Incident/Breach.  If [Vendor] suspects or becomes aware of any unauthorized access 

to or loss of Confidential Information (“Data Incident/Breach”), [Vendor] shall 
immediately notify SDCERS in writing and shall fully cooperate with SDCERS at 
[Vendor]’s expense to prevent, mitigate, or stop the Data Incident/Breach. [Vendor] shall 
defend, indemnify and hold SDCERS, its affiliates, and their respective officers, 
directors, employees and agents, harmless from and against any and all claims, liability, 
loss, costs and damages, including reasonable attorney fees, arising out of or relating to 
any third party claim arising from breach by [Vendor] of its obligations contained in this 
section, except to the extent resulting from the acts or omissions of SDCERS. [Vendor] 
shall indemnify SDCERS for costs incurred in investigating or remediating a Data 
Incident/Breach, providing notice to affected individuals and law enforcement, attorney’s 
fees, and public relations costs related to any Data Incident/Breach.  SDCERS shall have 
the right to litigation counsel of its choice, control of litigation, and settlement shall not 
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occur without SDCERS’ consent.  All Confidential Information that [Vendor] has access 
to under this Agreement shall remain the property of SDCERS. 
 

5.9  Applicable California Government Code Sections.  [Vendor] explicitly agrees to abide 
by the requirements set forth in California Government Code sections 11549.3 (b); 
11015.5 (b) and 11019.9 (b).  

 
5.10  Survival of Obligations.  The obligations of [Vendor] under Section 5 shall survive the 
 termination of this Agreement. 
 
6. Term and Termination 
 
6.1 Term.  The term for this Agreement is xxxx.   
 
6.2 Termination.  SDCERS may terminate this Agreement for any reason upon 30 days 

written notice.   
 
6.3 Upon termination of this Agreement for any reason, [Vendor] shall return to SDCERS or 

destroy (as requested by SDCERS) all Confidential Information received from SDCERS, 
or created, maintained, or received by [Vendor] that the [Vendor] maintains in any form.  
[Vendor] shall retain no copies of this information.  The obligations of [Vendor] under 
this section shall survive the termination of this Agreement. 

 
7. Indemnification, Insurance, and Limitation of Liability 
 
7.1 Indemnification.  As an independent contractor, [Vendor] shall indemnify, defend, save, 

and hold harmless SDCERS, its trustees, officers, employees, contractors, agents, and 
representatives from and against any and all liabilities, losses, injuries, suits, costs, 
charges, judgments, fines, penalties, expenses (including, without limitation, defense 
costs and attorney’s fees), and claims for damages of any nature whatsoever, including, 
but not limited to, bodily injury, death, personal injury, or property damage arising from 
or relating to the services performed by [Vendor] for SDCERS.  The obligations of 
[Vendor] under this section shall survive the termination of this Agreement. 

 
7.2 Insurance.  [Vendor] agrees to secure and maintain the following insurances throughout 

the Agreement: Worker's Compensation in the amount required by law; General Liability 
and automobile liability insurance (if driving for SDCERS) in the amount of at least one 
million dollars; errors and omissions insurance in an amount of at least $2 million dollars; 
and Cyber Insurance/Data Breach Insurance covering privacy liability, regulatory action, 
and breach response expenses of at least one million dollars. [Vendor] agrees to name 
SDCERS as an “additional insured” on the Cyber Insurance/Data Breach insurance 
without any deductible. 

 
7.3 Limitation of Liability.  SDCERS' payment obligations shall be limited to the payments 

described above.  Notwithstanding any other provisions on this Agreement, in no event 



6 
 

shall SDCERS be liable, regardless of whether the claim is based on contract or tort, for 
any special, consequential, indirect or incidental damages, including but not limited to, 
lost profits, arising out of or in connection with this Agreement or services performed in 
connection with this Agreement.  The obligations of [Vendor] under this section shall 
survive the termination of this Agreement. 

 
7.4 Control of Defense. In the event that an indemnified party becomes aware of a third party 

proceeding which constitutes a matter for which either the indemnified party is entitled 
to indemnification under this section, as applicable, or if determined adversely to the 
indemnified party, would provide a basis for a claim for indemnification under this 
section, as applicable (each such claim, a “Third Party Indemnifiable Claim”), and with 
respect to the defense of such Third Party Indemnifiable Claim, and subject to the 
limitations on settlement set forth in SDCERS’ Board Rules, the indemnified party shall 
assume and control the settlement and defense of such proceeding and appoint and select 
lead counsel. The indemnified party shall keep the other party, as applicable, reasonably 
informed of the defense of such proceeding by providing copies of any pleadings or other 
material communications, to the extent that receipt of such documents does not affect 
any privilege relating to any indemnified party. The indemnifying party shall (and shall 
cause its respective Affiliates to) provide reasonable cooperation to the indemnified party 
in connection with the defense or settlement of such proceeding, including by making 
available, at the indemnified party’s expense, such witnesses, records, materials and other 
information in such party’s possession or under such party’s control as may be reasonably 
requested by the indemnifying party. 

 
8. Governmental Provisions and Conflicts of Interest 
 
8.1 [Vendor] agrees to abide by all state and federal laws governing the services it provides 

to SDCERS.  [Vendor] warrants that it holds all licenses and legal authority to perform 
the services described herein and shall continue to do so long as long as it is performing 
services for SDCERS.  [Vendor] shall comply with new, amended or revised laws, 
regulations and procedures that apply to the performance of this agreement. 

 
8.2 Contingent Fees.  No person or selling agency has been employed or retained to solicit 

or secure this Agreement under any agreement or understanding for a commission, 
percentage, brokerage, or contingent fee, except bona fide employees of [Vendor] or 
bona fide established commercial or selling agencies maintained by [Vendor] for the 
purpose of securing business. In the event of any breach or violation of this warranty, 
SDCERS shall have the right to immediately terminate this Agreement and, in SDCERS' 
sole discretion, to deduct from [Vendor]’s compensation under this Agreement, or 
otherwise recover, the full amount of such commission, percentage, brokerage or 
contingent fee. 

  
8.3 Gratuities.  No gratuities in the form of gifts, entertainment or otherwise, were offered or 

given by [Vendor] to any Trustee, officer, fiduciary, or employee of SDCERS or the City 
of San Diego, San Diego Unified Port District or San Diego County Regional Airport 
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Authority with a view toward securing this Agreement or securing any favorable 
determination made concerning the award of this Agreement.  [Vendor] covenants that 
no such gratuities shall be offered or given to any such person with a view toward 
securing any favorable determination concerning the performance, continuation, and/or 
amendment of this Agreement.  If it is found that such gratuities have been offered or 
given by [Vendor], SDCERS may terminate this Agreement immediately.  

 
8.4 Conflicts of Interest With Persons Related to SDCERS.  No SDCERS employee or 

fiduciary, whose position with SDCERS enables such person to influence the award of 
this Agreement or any competing agreement, and no spouse or economic dependent of 
such person, is or shall be employed in any capacity by [Vendor], or does or shall have 
any direct or indirect financial interest in this Agreement. 

 
8.5 Public Entity Law.  [Vendor] acknowledges that SDCERS is a public entity and as such, 

is subject to laws governing public entities, including but not limited to the California 
Public Records Act. [Vendor] agrees that SDCERS shall have the authority, in its sole 
discretion, to comply with those laws as it determines necessary and [Vendor] agrees not 
to interfere with SDCERS’ actions and shall have no claim against SDCERS for 
performing such acts. Vendor also acknowledges that SDCERS reserves all available 
immunities, defenses, rights of actions as a government entity and that SDCERS does 
not waive any such immunities, defenses, rights, or actions. 

 
8.6 ADA Compliance. Any presentation Vendor provides to SDCERS in PDF format must 

be compliant with the Web Content Accessibility Guidelines (‘‘WCAG’’) 2.1 as 
specified in the Department of Justice’s final rule revising the regulation implementing 
title II of the Americans with Disabilities Act (ADA), as revised. (See, Nondiscrimination 
on the Basis of Disability; Accessibility of Web Information and Services of State and 
Local Government Entities, 89 Fed. Reg. 80, 31321 (Apr. 24, 2024)). If requested by 
SDCERS, Vendor agrees to provide material in PDF format that is in compliance with 
these ADA guidelines. 

 
9. Records, Investigations, and Audits 
 
9.1 [Vendor] shall keep and maintain accurate records related to its performance under this 

Agreement, including but not limited to any pertinent activity, dates and time spent 
providing services hereunder, invoices billed to SDCERS, proprietary data, and any other 
records created by [Vendor] in connection with this Agreement.  [Vendor] agrees to 
provide SDCERS with these records, if requested, and shall keep and maintain such 
records for six years following the termination of this Agreement. 

 
9.2 To the extent permitted by law, [Vendor] shall promptly advise SDCERS in writing of 

any investigation, examination, complaint, disciplinary action or other proceeding 
relating to or affecting [Vendor]’s ability to perform its duties under this Agreement, or 
involving any person working for [Vendor] who has performed any service with respect 
to SDCERS' account. 
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9.3 VENDOR agrees that SDCERS, or any duly authorized representative of SDCERS, shall 

have access to and the right to examine, audit, excerpt, copy or transcribe any SDCERS 
Records at any time during the term of this Agreement, or at any time for up to six (6) 
years after the termination of this Agreement.  SDCERS agrees that any such review and 
audit shall be conducted in a manner to minimize interference with VENDOR's normal 
business activities.  Upon reasonable advance notice to VENDOR, VENDOR shall make 
SDCERS’ Records available for review and audit during normal business hours.  
VENDOR shall make the persons responsible for creating and maintaining SDCERS’ 
Records available to SDCERS during such review and audit for the purpose of 
responding to SDCERS' reasonable inquiries.  SDCERS shall pay all costs associated 
with such audit, other than any costs incurred by VENDOR to make personnel available 
as required by the preceding sentence; however, if the audit reveals that VENDOR has 
materially violated any of  the provisions of this Agreement, VENDOR shall pay all costs 
associated with such audit.  At SDCERS' request, VENDOR shall deliver copies of 
SDCERS Records to SDCERS or to such third party designated by SDCERS at SDCERS' 
cost and expense. 

 
9.4 Audit Settlement.  If such audit finds that SDCERS' dollar liability for such work is less 

than payment made by SDCERS, then the difference shall be either repaid by VENDOR 
to SDCERS by cash payment upon demand or, at the option of SDCERS, deducted from 
any amounts otherwise due to VENDOR from SDCERS.  If such audit finds that 
SDCERS' dollar liability for such work is more than the payments made by SDCERS, 
then the difference shall be paid to VENDOR by SDCERS. 

 
9.5 Financial Statements. During the term of this Agreement.  VENDOR shall deliver to 

SDCERS a copy of VENDOR's most recent audited annual financial statements (or if 
none, financial statements certified as true and correct by VENDOR's Chief Executive 
Officer) as soon as they become available to VENDOR in the ordinary course.  

 
10. General Provisions  
 
10.1 Notices.  Any notice or other communication required or permitted by this Agreement 

must be in writing and may be given by the United States mail or by a nationally-
recognized overnight courier service.  Any notice or communication shall be given to the 
parties hereto at the following addresses until a new notice address is provided by either 
party in writing pursuant to this paragraph: 

 
 
 
If to [Vendor]: 
 
Xxxx 
 
If to SDCERS: 
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Xxxx 
 
10.2 Relationship of Parties.  The parties understand that each party is at all times acting and 

performing as an independent contractor with respect to the other and that this Agreement 
creates no relationship of partnership, joint venture, employment or similar relationship, 
and that neither party has any authority to act as agent for the other by virtue of this 
Agreement.  Each party is responsible for paying the compensation and fringe benefits, 
if any, of its own employees, and neither party has responsibility to the other party with 
respect to withholding or payment of any taxes due by employers to governmental 
authorities. 

  
10.3 Entire Agreement, Amendment.  This Agreement contains the entire agreement between 

the parties and supersedes all previous and collateral agreements or understandings with 
respect to the subject matter hereof.  No amendment or modification of this Agreement 
shall be effective unless in writing and signed by both parties. 

 
10.4 Severability.  If a court of competent jurisdiction holds that any of the provisions of this 

Agreement, or portions thereof, are unenforceable or invalid, the holding shall not render 
the remaining provisions or portions of the Agreement invalid or unenforceable, unless 
the unenforceable or invalid provision or portion materially impairs the benefits of the 
Agreement. 

 
10.5 No Subcontractors.  [Vendor] shall not use subcontractors to perform the services 

described herein without the written consent of SDCERS.  In any case, [Vendor] shall be 
responsible for the work of any subcontractors as if performed by [Vendor] employees 
and the security of SDCERS’ data that is accessed and/or stored by the subcontractor.  

 
10.6 Applicable Law and Venue.  This Agreement, and any disputes arising out of this 

Agreement, shall be governed by the laws of the State of California, without regard to 
choice of law principles.  Any dispute shall be resolved in a court of competent 
jurisdiction in San Diego County, California.  The parties acknowledge that SDCERS 
does not waive the right to a jury trial. 

 
10.7 Waiver or Breach.  Failure of either party to this Agreement to insist on strict 

performance of any of its terms and conditions shall not be construed as a waiver any 
terms or conditions of this Agreement; all terms and conditions shall remain in full force. 

 
10.8 Assignment.  No assignment of this Agreement or the rights and obligations arising under 

this Agreement is valid without the written consent of both parties. 
 
10.9 Counterparts.  This Agreement may be executed in one or more counterparts, each of 

which shall be an original agreement, but which together are the same instrument. 
 
10.10 Force Majeure.  Neither party shall be liable to the other party for failure to perform due 
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to circumstances beyond its reasonable control, to the extent and during the period of the 
prevention or delay.  The affected performing party must promptly notify the other party 
of the nature and anticipated length of continuance of the circumstances. 

 
10.11 No Interpretation Against Drafter.  Each party recognizes that this Agreement is a legally 

binding contract and acknowledges that such party has had the opportunity to consult 
with legal counsel of choice.  In any construction of the terms of this Agreement, the 
same shall not be construed against either party on the basis of that party being the drafter 
of such terms. 

 
10.12 No Third Party Rights.  The provisions of this Agreement are intended to bind the Parties 

as to each other and are not intended to and do not create rights in any other person or 
confer upon any other person any benefits, rights or remedies, and no person is or is 
intended to be a third party beneficiary of any of the provisions of this Agreement. 

 
10.13 Joint and Several Liability.  If [Vendor] consists of more than one person or entity, the 

liability of each such person or entity signing this Agreement as [Vendor] is joint and 
several. 

 
IN WITNESS WHEREOF, the parties hereto have caused this Agreement to be executed by their 
duly authorized representatives as of the date first above written. 

  
San Diego City Employees’ 
Retirement System 
 
By:_________________________________ 
 
Name: xxxx 
Title: xxxx  
Date: _______________________________ 
 
APPROVED AS TO FORM: 
SDCERS’ Legal Division 
 
By: 
____________________________________ 
Name: Johnny Tran 
Title: General Counsel 
Date: _______________________________ 
 

 
[Vendor] 
 
 
By: _____________________________ 
 
Name: xxxx 
Title: Director, [Vendor] Client Services 
 
Date: 
______________________________ 
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