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# |RFP tion by related S{Section Q Respon:
Please provide approximate quantities for the major infrastructure components in scope, including physical servers, virtual machines, storage
platforms and capacity, network switches/routers/firewalls, sites or equipment rooms, Active Directory domains/domain controllers, and significant
1 _[Environment sizing Appendix A, Sections 4.1-4.5 cloud infrastructure workloads. We will publish Appendix E will all this information.
Application/workload Approximately how many major business applications and workloads should the selected consultant expect to review to understand hosting
2 |scope Appendix A, Section 4.12 architecture, integrations, dependencies, availability requirements, and infrastructure constraints? We have only 4 major business applications. More details will be in Appendix E
What current infrastructure documentation and data will be available at project kickoff, such as asset inventories, architecture and network We can provide current inventories, network diagrams, 5 year technology refresh schedule,
diagrams, configuration exports, lifecycle/support information, monitoring data, contracts, disaster recovery documentation, and prior configuration details/exports, monitoring/performance data, contracts, and DR documentation at
3 |Existing documentation [Appendix A, Sections 4 and 12.2 assessments? project start. We have no prior assessments to provide.
Should the current-state infrastructure baseline include creation or substantial updating of detailed inventories and architecture diagrams, oristhe |No. We have all that documented already. The expectation is to validate, reconcile, and provide in
4 |Baseline expectations Appendix A, Sections 4.10 and 12.2 expectation primarily to validate, reconcile, and consolidate existing SDCERS documentation? your roadmap as needed.
Yes. Some information may need to be provided by external vendors. That can sometimes take some
time to obtain permission and get the data. Extra time should be planned for since that data may not
Will the selected consultant be provided read-only access to relevant infrastructure management platforms and consoles, or should the assessment |be readily available. Allinformation provided must kept secure during the project and turned over in
5 |System access Appendix A, Section 13 assume that SDCERS personnel will provide requested configuration exports, reports, screenshots, and other evidence? compliance with the requirements of the RFP.
Yes. We will allow automated discovery and assessment tools as long as there is no impact. It may be
Does SDCERS expect or permit the use of non-intrusive automated discovery or assessment tools, subject to prior approval, or should vendors required to run the data gathering after 8pm or on weekends so it does not impact any operational
6 |Discovery methods Appendix A, Sections 13 and 15 assume that discovery will be performed primarily through document review, interviews, configuration exports, and existing management-tool data? |services. Any costs to do so must be included in Vendor's proposal.
Yes. The consultant should evaluate SDCERS’ dependencies on City-provided services and identify
associated risks, limitations, and potential areas for improvement based on SDCERS-provided
documentation, interviews, available service information, and observable dependencies.
The assessment is not intended to include technical testing, configuration review, vulnerability
Please clarify the intended assessment boundary for City-provided services. Should the consultant evaluate City dependencies and associated risks |[assessment, or other direct assessment of City-owned or City-managed infrastructure. The focus
using SDCERS-provided documentation, interviews, service information, and observable dependencies, without performing technical testing or should be on how City-provided services affect SDCERS’ infrastructure, operations, security,
7 _|City service boundary Appendix A, Sections 4.11 and 15 configuration assessment of City-owned infrastructure? resiliency, and overall technology environment.
SDCERS will provide available documentation and service information regarding City-provided
services where applicable. If additional information is needed to evaluate a material City
dependency, SDCERS may facilitate discussions with appropriate City technology representatives,
subject to their availability and participation. SDCERS cannot guarantee City participation or the
availability of specific City documentation or SLAs.
Vendors should anticipate that obtaining additional City information or coordinating interviews may
Will SDCERS be able to facilitate interviews with appropriate City of San Diego technology representatives, or provide applicable service require additional lead time. Vendors are encouraged to identify these needs as early as possible so
8 |City stakeholder access [Appendix A, Section 4.11 documentation or SLAs, where needed to evaluate material City-provided infrastructure dependencies? SDCERS can initiate coordination and minimize potential impacts to the assessment schedule.
No. SDCERS has developed preliminary RTOs and RPOs for its major systems.The consultant needs
Will CGlI be expected to maintain documented business-service criticality, recovery time objectives (RTOs), and recovery point objectives (RPOs) for  [to review the available information and provide recommendations as part of the assessment
9 |RTO/RPO requirements [Appendix A, Section 4.6 major systems as an output of this assessment? regarding current and future RTOs, and RPOs as part of this RFP.
SDCERS does not currently have a formally adopted Zero Trust strategy, maturity assessment, target
architecture, or roadmap. SDCERS has implemented various security controls and initiatives that
align with Zero Trust principles, but they have not been consolidated into a formal Zero Trust
program. SDCERS does not require a specific Zero Trust framework for this assessment. The
Does SDCERS have an existing Zero Trust strategy, maturity assessment, target architecture, or roadmap that should serve as the baseline for this consultant may use recognized industry frameworks or reference architectures, such as NIST SP 800-|
engagement? If not, is there a preferred framework or reference architecture, such as NIST SP 800-207 or the CISA Zero Trust Maturity Model, that 207 or the CISA Zero Trust Maturity Model, as appropriate, and should identify the framework or
10 [Zero Trust Appendix A, Sections 1.2 and 4.7 SDCERS would like the consultant to use? methodology used in its assessment and recommendations.
SDCERS expects order-of-magnitude or budgetary planning estimates based on reasonable market
benchmarks and clearly documented assumptions. Vendor- or product-specific pricing is not
required unless readily available and appropriate to support a recommendation. The intent is to
For the required financial analysis, what level of cost accuracy is expected for roadmap initiatives: order-of-magnitude planning estimates, budgetary [provide sufficient cost information to support roadmap planning and prioritization. Scope,
estimates based on market benchmarks, or vendor/product-specific pricing? We will work to clearly define in and out of scope recommendations assumptions, and costs for recommended initiatives will be further refined and validated during
11 [Financial analysis Appendix A, Section 10 with assumptions that these will be fine tuned and validated during contracting post-selection of the vendor of choice. subsequent planning and contracting activities following selection.
Yes. SDCERS will provide available current-state cost information reasonably necessary to support
the assessment, including applicable licensing, maintenance, support contracts, staffing/contractor
costs, and planned expenditures. The level of detail and availability may vary by service or cost
Will SDCERS provide available current-state cost information needed to establish the baseline scenario, including hardware/software maintenance, |category, and SDCERS does not guarantee that all requested costs can be separately identified or
12 |Cost baseline inputs Appendix A, Section 10 licensing, cloud consumption, support contracts, staffing or contractor costs, and planned capital expenditures? provided.




3

Future-state
architecture

Appendix A, Section 12.7

For the proposed future infrastructure state, what level of architecture detail is expected: conceptual/reference architecture, logical architecture, or
product/platform-level design recommendations?

SDCERS expects the proposed future-state infrastructure to be documented primarily at the
conceptual/reference and logical architecture level, with sufficient detail to support
recommendations, roadmap development, budgeting, and future implementation planning. Product-
or platform-level recommendations may be included where appropriate, but detailed engineering
designs or implementation-level configurations are not required.

4

Operating model and
staffing

Appendix A, Sections 5and 11

Should the operational and organizational assessment include recommendations regarding future IT staffing levels, role structure, sourcing or
managed-services options, and required skills, or should it be limited to identifying material staffing dependencies, key-person risks, and resource
needs associated with roadmap initiatives?

The operational and organizational assessment should focus primarily on identifying material staffing
dependencies, key-person risks, skill or resource gaps, and resource needs associated with the
recommended roadmap.

The consultant may provide high-level observations or recommendations regarding staffing, roles,
required skills, or sourcing/managed-service opportunities where relevant to addressing identified
risks or supporting the future-state environment. Detailed staffing models, specific headcount
recommendations, organizational restructuring, or detailed sourcing strategies are not required as
part of this assessment.

o

Schedule and
acceptance

Sections 4 and 10; Appendix A,
Sections 12and 13

The RFP requires all deliverables to be completed and accepted by March 26, 2027. Please clarify whether this date includes SDCERS review,
comment resolution, and formal acceptance of all deliverables, and identify the anticipated review period and number of review/comment cycles for
each milestone deliverable. Please also identify any known periods between December 2026 and March 2027 when key SDCERS stakeholders may
have limited availability for interviews, workshops, validation sessions, or deliverable reviews.

comments, and final acceptance of all required deliverables. Vendors should incorporate sufficient
time for SDCERS review and revisions into their proposed project schedule. If a vendor believes this
schedule is not achievable, it should identify the reasons in its proposal and propose an alternative
completion date. SDCERS is willing to have flexability on this date.

The project is intended to inform SDCERS’ FY28 budget process. Accordingly, SDCERS needs
sufficiently developed findings, recommendations, and cost information during the March timeframe
to support consideration of near-term initiatives in that budget cycle.

SDCERS has not established a fixed review period or number of review/comment cycles for each
milestone deliverable. These will be coordinated with the selected consultant based on the nature
and complexity of each deliverable. Vendors should propose reasonable review periods and
assumptions in their project approach and schedule.

Stakeholder availability may be more limited during Thanksgiving week and the period between
Christmas and New Year’s Day. SDCERS will also observe holidays during the project period,
including Christmas, New Year’s Day, Martin Luther King Jr. Day, and Presidents Day. Specific
availability constraints will be incorporated into the detailed project schedule during project
initiation.

Vendors should identify critical interviews, workshops, validation activities, and reviews early in the
engagement and allow reasonable scheduling flexibility. Some SDCERS stakeholders have
operational responsibilities and may occasionally need to reschedule project activities to address
higher-priority operational matters or emergencies. SDCERS has extended the Proposal deadline
date from September 30th to October 7, 2026. These date changes will be documented in
Amendment 1.




